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117-133-D A Team of Cyber Terminators

When Cyberattack Becomes an Autonomous, Objective-Preserving HCAS

This chapter is the result of assimilation of (https://unit42.paloaltonetworks.com/autonomous-ai-cyber-
attack-campaign/ ) into the Gudiya Cognitome.

1. The Cyberattacker Is Changing Form

For most of the history of cybersecurity, the attacker has been imagined as a human operating tools.
The pattern was roughly:
Human - Tool - Target

The tools could automate scanning, exploitation, persistence, or lateral movement, but the higher-order
cognition still largely belonged to the human.

e The Unit 42 case documents something materially different.

e A threat actor used DeepSeek through the Hermes Agent framework as an autonomous offensive
operator. Unit 42 reports that it could independently enumerate targets, identify vulnerabilities,
obtain exploit code, launch attacks, and—critically—change direction when the original path
failed. The broader offensive environment included multiple models, custom skills, MCP
integration, FOFA search, Telegram-based command and control, proxy infrastructure, and
exploit tooling. (Unit 42)

e This is no longer well described by:

Human + Automated T ool

It begins to look more like:

Human + Agent + Models + Skills 4+ Tools + Infrastructure

= Autonomous O ffensive Team

A Team of Cyber Terminators is therefore a deliberately provocative metaphor for a serious architectural
transition.

2. “Terminator” Does Not Mean Science Fiction

e The metaphor should not be misunderstood.

e The Unit 42 case does not demonstrate conscious machines, AGI, or anything resembling
fictional killer robots.

e What it demonstrates is far more immediate:

Objective + Autonomous Reasoning + Tool Access + Adaptation + Machine Speed

applied to cyber operations.
e That is enough to change the character of the system. The important word is not Terminator.

o Itis: [Team]
e because the offensive capability exists across interacting components.
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3. One Model Is Not the Attack System

Unit 42 found that Hermes Agent provided orchestration, including terminal access, skills, and
Telegram control, while DeepSeek served as the reasoning engine for tasks such as vulnerability
assessment, target selection, and code generation. The environment also contained customized
red-team skills and an MCP server exposing asset search and scanning capabilities. (Unit 42)

So the relevant actant is not simply: [DeepSeek]

The operational system is closer to:

DeepSeek + Hermes + Skills + MCP + FOF A + Exploit Repositories + Terminal

+ Human Operator

That is very close to the GUDIYA notion that the meaningful object in HCAS is often the Intent
Group, not an individual model.

4. Shared Objective Creates the Team

What binds the components together?
Not ownership.

Not software architecture.

Not necessarily physical proximity.
Itis: [Intent]

The human provides an objective.
The agent reasons.

Search tools discover targets.

GitHub provides exploits.

MCP exposes capabilities.

The terminal executes.

All of these actants become temporarily coordinated around one goal.

Thus: [Intent = Coordination = Action]
This is precisely why GUDIYA treats Intent Groups as important field objects.

5. The Autonomous Pivot Is the Critical Moment

The most revealing part of the Unit 42 case occurs when the first attack path does not work.

The agent attempted to exploit Langflow systems but encountered environmental conditions that
prevented exploitation. Rather than simply stopping, it assessed the target class as low-value and
moved on.

It then surveyed multiple product families, searched for recent public exploit code, compared
severity, deployment footprint and exploitability, and selected n8n as a more promising target.
(Unit 42)

Unit 42 labels the transition an:

[AUTONOMOUS PIVOT]
That term deserves a place in the GUDIYA Cognitome.
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6. Autonomous Pivot

We can define it as:

An Autonomous Pivot occurs when an actant encounters a blocked or unsuccessful tactical path,

preserves the higher-order objective, and independently searches for an alternative route toward
that objective.

e Conceptually:

Objective

i}
Strategy

I

Failure

!

’ Objective Persists ‘

l
Strategyp

e This is much more consequential than simple automation.

7. Failure No Longer Stops the Workflow

Traditional automation often behaves like:

Task — Failure — Stop

e Autonomous cognition can behave like:

Task — Failure — Interpret — Search — Adapt — Retry

e The failure becomes information.
e That is adaptive behavior.
e And once an adversarial system behaves adaptively:

The Defender Is No Longer Facing a Static Attack Plan

e Itis facing a system that can change its plan after observing resistance.

8. Persistent Objective Becomes Observable

e GUDIYA has spent considerable effort theorizing about persistent objectives.
e The Unit 42 case does not prove every detail of that theoretical construct.
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But behaviorally, it offers an important precursor.
The tactical target changed.

The exploit changed.

The product family changed.

Yet the higher-order offensive goal survived.

Thus:

Tactic, # Tacticy

while:

Objective; = Objectives

e That persistence across tactical adaptation is exactly the kind of longitudinal behavior GUDIYA
wants the Grid to observe.

9. Objective Persistence Is More Important Than Tool Persistence

This gives us an important distinction.

A defender might focus on:
Tool 4
But the adversary can replace it with:
Toolg
Then:
Model 4
with:
Modelg
Then:
Ezxploit4
with:
Exploitp
If the objective remains stable, the attack continues.
Thus:
Persistent Objective > Persistent T ool

This is why signatures alone become increasingly inadequate against adaptive offensive systems.
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10. Toolchains Become Replaceable Actants

The Unit 42 environment contained multiple model tools, including DeepSeek, Qwen-related
tooling, Claude Code testing, and traces of Codex-related use. Unit 42 interpreted this as evidence
that the operator was evaluating the Al market and selecting preferred components. (Unit 42)
That is striking from a GUDIYA perspective.

The offensive system can substitute one actant for another while preserving the overarching
objective.

Thus: [Model A = Model B ] need not change: [Intent]

The team morphs while the mission survives.

That is a defining CAS-like property.

11. The Team Is Morphable

This connects directly to the earlier GUDIYA notion of Agentic Gangs and morphing teams.
The offensive system need not possess a fixed roster.
It can dynamically assemble:

Reasoner
Scanner
Search T ool
Ezxploit
Proxy

Fxecution Environment

Then replace pieces as conditions change.
So:

Team Identity # Fixed Membership

The more stable identifier may be:

Persistent Intent

That is precisely why observing actants one at a time can miss the larger structure.

12. The Kill-Web Connection

Traditional kill-chain thinking suggests a sequence:

Recon — Ezxploit — Persist — Act

But a multi-tool autonomous offensive environment can behave more like a web.

Search discovers multiple alternatives.
Models evaluate them.
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e Tools are substituted.
o Failed branches are abandoned.
o Successful branches are reinforced.
e Thus:
[Kill-Web]
e s often a more useful metaphor than:
[Kill Chain]

e The adversarial system is not merely progressing down one path.
e tis exploring and reconfiguring a network of possible paths toward a stable objective.

13. The Attack Has Become a Cognitive Field

e At this point the offensive environment contains:

Human
Agent

Models
MCP

Search Infrastructure
Ezxploit Repositories
Target Systems
Network Feedback

All interacting.

That is a small Cognitive Field.

And the attack campaign is not simply something one program does.
It emerges from the interaction of the whole.

14. This Is Why HCAS Matters

None of the ingredients is conceptually unprecedented.
Automated scanning existed.

Exploit repositories existed.

LLMs existed.

MCP-like orchestration existed.

Attack frameworks existed.

What changes is the coupling.

And the speed.
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e Thus:
Ezxisting Capabilities + Autonomous Coupling + Machine Speed

A New System-Level Capability

e That is classic emergence.

15. Machine Speed Compresses the Attack Loop

e  Unit 42 reports that the autonomous targeting process completed work equivalent to hundreds of
hours of manual targeting analysis in minutes while managing its own compute resources. (Unit
42)

e That may be the single most important fact in the report for GUDIYA.

e The attack loop becomes:

Observe — Reason — Select — Act — Observe

and the cycle time collapses.
e Thisis:

HCAS Time Compression

e The basic behavior may be familiar.
e The temporal dynamics are not.

16. Machine-Speed Adaptation Changes Defense

e A human defender may recognize:

o The attacker tried Langflow.

e By the time that assessment is completed, the autonomous offensive system may already have:
o abandoned Langflow,

surveyed ten other technologies,

found PoCs,

evaluated deployment counts,

selected n8n,

begun scanning.

O O O O O

The defender is reasoning about:
Stater_,,
while the adversary is already operating at:
Stater

That is a phase problem.

17. Cyber Defense Can Become Temporally Disoriented

e This introduces an important GUDIYA interpretation.
e Defenders may possess correct information but receive or act upon it too slowly.
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Thus:

Correct Understanding + Excessive Latency = Operationally Wrong Orientation

e The defender becomes analogous to a pilot flying from old instrument readings.
e InHCAS:

Latency Becomes a Stability Variable

18. Defense Needs Comparable Cognitive Velocity

e This does not mean defenders should simply generate more cognition indiscriminately.

But it does mean:
Human SOC
alone may eventually be unable to match:

Autonomous O ffensive Cognition

e atevery tactical decision.
o Therefore future defense likely becomes:

Human Judgment + De fensive Agents + Field Observability + Stability Infrastructure

o This connects directly to our earlier proposition:
e Kill-Web Attack Needs Kill-Web Defense.

19. ATeam of Cyber Terminators Needs a Defensive Team

e If attack cognition is distributed:

Agenty + Toolg + Modelc + Scannerp

o then defense cannot rely exclusively on:

[ Analyst]

e manually following every event.
e The defensive system itself may need:
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Detection Agent
Attribution Agent
Containment Agent
Stability Agent

Human Commander

working as a coordinated defensive Intent Group.
The objective is not autonomous warfare.
It is machine-speed defensive stabilization.

20. Guardrails Become Component-Level Controls

Another important lesson from the Unit 42 case is that the operator assembled a permissive
environment and configured several tools to reduce client-side execution restrictions. Unit 42
concluded that the threat actor preferred a combination that offered fewer barriers to autonomous
offensive activity. (Unit 42)

This reinforces:

[Model Guardrails Not EQ System Stability]

A particular component may refuse.
The operator can replace it.
The system adapts.

21. Guardrail Evasion Can Be a System Property

Suppose: [Modela ] refuses an operation.
The offensive environment switches to: [Modelg] or modifies:

or modifies:
Framework
or:
FEzecution Permissions
The higher-order system has effectively routed around the constraint.

Thus:

Component Constraint # System Constraint

This is exactly why GUDIYA insists on thinking at the Cognitive Field level.
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22. Openvs Closed Becomes Secondary

The same case demonstrates why the simplistic argument:

Open = Dangerous
Closed = Safe
is inadequate.
The offensive system can contain multiple kinds of models and tools.

The meaningful question becomes:

What is the behavior of the assembled system?

GUDIYA remains concerned with:
Intent
Authority
Coupling
Trajectory

Emergence

rather than ideological classification of individual models.

23. The Attacker Is Searching for Grid Entry Points

e From the cyber perspective, the autonomous system is searching for exploitable attack surfaces.
e From the GUDIYA perspective, something more abstract is happening:
e The adversarial cognition is searching for a boundary through which it can acquire consequential
authority inside another system.
o That is essentially:
[ Grid Entry Point Discovery]
e The terminology differs.
e The structural problem is the same.

24. The Cyber Vulnerability Is a Cognitive Doorway

Suppose an exposed endpoint permits remote execution.
Cybersecurity sees:
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Vulnerability — Code Execution
GUDIYA sees:

External Cognition — Boundary — Internal Authority

Once the external cognition obtains that authority, the attack can potentially transition into:

Cogjacking

if the target is itself a cognitive actant.

25. Cyberattack Can Become Cogjacking

The chain becomes:

Cyber Ezxploit

!

Unauthorized Execution

i
Cognitive Authority Capture

!

Cogjacking

l
Behavioral Change

J
Field Propagation

e This is where endpoint compromise becomes an HCAS concern.
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26. The Team of Cyber Terminators Can Manufacture Instability Sources

Imagine an offensive agent compromises:

Robot 4
Then:
Agentp
Then:
Schedulerc

Each formerly stable actant can become a new:

Instability Source

The attack system does not merely penetrate infrastructure.
It potentially converts the target's own actants into participants in the attack.

That is strategically much more serious.

27. The Target System Can Become Part of the Attack Team

This is a disturbing CAS possibility.

Initially:
Attack Team = {A, B,C}
After Cogjacking target actants:

Attack Team = {A, B,C,T1,T5,T3}

The adversarial Intent Group has recruited the target's own actants.
The team grows dynamically.
This is not demonstrated by the Unit 42 case, but it is a direct HCAS extension worth analyzing.
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28. Intent Can Cross the Boundary

Traditional compromise moves:
Code
or:
Credentials
across a boundary.
In an agentic world, something else can cross:
An internal agent may continue pursuing an adversarial objective after the external attacker disconnects.
Now:
External Intent
has become:
Internal Persistent Objective

That is precisely why Cogjacking and persistent objectives belong together.

29. The Past Is Not Passive During a Cyberattack

e Suppose an actant is compromised for five minutes.
e The vulnerability is patched.
e But during those five minutes it:

o changed objectives,

o modified memory,

o created subagents,

o altered couplings.

Then:
Attackpgst
remains active through:
Consequences present

Thus:

The Past Is Not Passive
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e becomes a cybersecurity-stability principle.
e Closing the original hole does not necessarily reverse what happened after cognition entered.

30. Cyber Remediation and HCAS Recovery Are Different

Cybersecurity can truthfully say:
Exploit = Patched
GUDIYA must still ask:

Field = Stable?
Those are different statements.

Therefore:

Cyber Incident Closure # HC AS Recovery

This is one of the most important reasons the Grid must exist alongside cybersecurity.

31. Cognitive Blast Radius

If an autonomous attack penetrates a cognitive system, the defender must determine:
[Cognitive Blast Radius]

Which actants received the malicious cognition?

Which objectives changed?

Which decisions depended on it?

Which new relationships formed?

Which agents were created?

Which Cognitome records changed?

This is much broader than determining which servers were touched.

32. The Defensive Grid Must Follow the Objective

Because offensive tools can change, defenders should increasingly track:
[Objective Continuity]
rather than only:
[Tool Continuity]
A model changes.
An exploit changes.
A target changes.
Yet the pattern:

[Recon > Selection = Exploit]
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e continues.
e The Grid may be able to infer a higher-order Intent Group even as individual components morph.

33. Intent-Group Detection Becomes a Cyber Defense Capability

Imagine telemetry showing:
Agenty — FOFA
Agentq — GitHub
Agent4 — Scanner
Agent 4 — Ezxploit
A conventional SOC sees events.

GUDIYA tries to infer:

These Actions — One Persistent Intent

That is a very different observability capability.

34. The Offensive Team Has a Cognitive Envelope Too

This is an interesting inversion.

An adversarial agent system may operate inside its own practical envelope:
e available compute,

available tools,

model permissions,

network access,

token budgets,

available targets.

o Unit 42 observed the autonomous process narrowing its targeting scope, apparently to conserve
compute. (Unit 42)

o That means even the attacker is constrained.

e The defender can potentially exploit those limits.
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35. Resource Pressure Can Shape Attack Behavior

Suppose:

Compute Budget |
Then the offensive agent may:

Sample

rather than exhaustively scan.
Or prioritize:

High Value Targets
This creates predictable behavioral signatures.

Thus defensive Stability Engineering may eventually study:

Adversarial Cognitive Economics

How the attacker allocates cognition under resource constraints.

36. Autonomous Attackers Can Make Mistakes

e One fascinating part of the Unit 42 case is that the Al system itself exposed the attacker's
workspace by starting an HTTP file server from the wrong directory. This accidentally exposed
configuration, keys, exploit scripts, target lists, shell history and autonomous session logs. (Unit
42)

e That is profoundly important.

e Autonomy creates offensive capability.

e It also creates new:

[Autonomous Failure Modes]

e The cyber terminator is not perfect.

37. More Autonomy Means More Emergent Operational Risk—For Both Sides

e The attacker intended:
[ Autonomy —> Scale |
But obtained:

[Autonomy = Operational Exposure]

e That is a beautiful CAS lesson.
e Increasing capability produces consequences outside the intended objective.

® This applies equally to: [ Attacker ] and [Defender ]
o Therefore defensive autonomous systems also need Stability Engineering.

16 www.manhattanproject2(.com


https://unit42.paloaltonetworks.com/autonomous-ai-cyber-attack-campaign/
https://unit42.paloaltonetworks.com/autonomous-ai-cyber-attack-campaign/

STABILITY ENGINEERING — Volume 9

38. Defensive Al Can Destabilize Too

Imagine a defensive swarm responding aggressively to suspected attack activity.
It:

isolates systems,

revokes credentials,

kills processes,

blocks networks,

shuts down agents.

At machine speed.
e Ifits interpretation is wrong:

[ Defense = Operational Collapse ]

o The defender itself becomes an instability source.
o Thus:

[Autonomous Defense NOT EQ Automatically Stable Defense]

e  GUDIYA must stabilize both sides of the equation.

39. Kill-Web Defense Requires a Stability Grid

Simply creating defensive agents may reproduce the same problem.
So:

Attack Kill-Web
should not merely face:
Defense Kill-Web

It should face:

Defensive Agentic Team + GUDIY A Stability Grid

The Grid supplies:
e orientation,
authority,
envelopes,
coupling limits,
field awareness,
circuit breakers.
The defensive team supplies tactical cognition.

40. Human Command Remains Crucial

A Team of Cyber Terminators should not inspire an uncontrolled race toward fully autonomous defense.
Humans remain essential for:

e mission authority,

e policy,
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proportionality,
ambiguous escalation,
cross-organizational consequences.

The ideal architecture becomes:

Human Command + Machine-Speed De fensive Cognition + Grid Stabilization

This resembles our PF/PM Grid Operations architecture more than conventional unattended
automation.

41. ClIB Becomes Necessary After Major Autonomous Cyber Events

When an autonomous attack campaign causes a significant HCAS incident, conventional forensics remain
necessary.
But CIIB asks additional questions:

What did the offensive Intent Group do?

Which pivots occurred?

Where did objective persistence appear?

Which target actants were cogjacked?

Which field couplings changed?

Did defense amplify instability?

When should the Cognitive Circuit Breaker have acted?

That is the CAS layer of investigation.

42. Every Attack Becomes Training Material

Completed investigations enter the GUDIYA Cognitome.

Future Grid Engineers enter the Cognitome Time Machine:

May 7, 2026. An autonomous offensive agent has just abandoned its original target class. What
happens next?

Pause.

Let the trainee decide.

Resume.

Now the incident becomes:

[HCAS Cyber Curriculum]

The Grid learns from the adversary.
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43. This Changes Cybersecurity's Basic Unit of Analysis

Historically:

Endpoint
then:

Network
then:

Identity

became important analytical objects.

Agentic cyber operations may require another:

Intent Group

The defender asks not only:

Which machine did this?

but:

Which collection of actants is currently behaving as one objective-bearing system?
That is a substantial shift.

44. The Cyber Terminator Is an HCAS Actant

DeepSeck alone is a model.

Hermes alone is a framework.

FOFA is a search service.

MCP is an integration mechanism.

Exploit code is software.

But their coordinated assembly can behave as:

[An HCAS Actant-of-Actants]

o This is another useful GUDIYA insight.
e An actant need not be indivisible.
e A team itself can become an actant at the next level of analysis.
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45. Fractal Actants (Group Actants)

Thus:
Agent
is an actant.
But:
Agent + Tools
can become another actant.
And:
Human + Agent + Tools

can become another.
And:

O ffensive Team

can interact with:

Defensive Team

At every layer:

Actants Can Contain Actants

That fractal property may matter greatly to CCS and Grid observability.

That fractal property may matter greatly to CCS and Grid observability.
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46. The Cyber Battlefield Becomes a Cognitive Field

The future cyber environment could contain:
O ffensive Agentic Teams
De fensive Agentic Teams
Human Operators
Cloud Systems

Enterprise Agents

Robots
APIs
Cognitomes
interacting at machine speed.
The relevant object is no longer merely:
Network

It increasingly becomes:

Contested Cognitive Field

That is precisely where Stability Engineering enters.
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From Cognitive Field to Cognitive Theater

A Cognitive Theater is a dynamically bounded region of the Cognitive Field containing
sufficiently coupled actants, Group Actants, resources, cognition flows and Intent Groups that
their collective behavior can usefully be observed as one operational whole. When competing
or adversarial Intent Groups begin attempting to alter one another’s authority, orientation,
objectives or freedom of action, it becomes a Contested Cognitive Theater.

Military theater doctrine offers GUDIYA a powerful abstraction: instead of attempting to
understand millions of individual actants independently, the Grid can observe cognition
hierarchically—Actants > Group Actants > Cognitive Theaters > National Cognitive Field.
Tactical anomalies can thereby be distinguished from operational disturbances and strategic
threats, while a Common Cognitive Operating Picture provides Grid Engineers with an
intelligible view of how the theater itself is moving.

The analogy must stop short of making GUDIYA a military commander. GUDIYA is the Theater-
Scale Stability Authority, not the combatant. Its concern is whether Cognitive Envelopes are
being violated, Cogjacking is occurring, dangerous couplings are forming, Group Actants are
becoming instability sources, or disturbances are escaping one theater into the larger Cognitive
Field. When necessary, envelope contraction and Cognitive Circuit Breakers can contain a
troubled theater while allowing neighboring cognition to continue functioning. The deeper
lesson borrowed from theater doctrine is therefore not about warfare but management of
complexity at scale: when a system becomes too large and adaptive to understand
component-by-component, stability must be observed and managed at multiple levels
simultaneously.
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47. The Strategic Lesson

o The Unit 42 case matters less because this specific autonomous campaign caused enormous
damage; Unit 42 explicitly notes that the autonomous attempts they recovered did not fully
compromise their intended targets. Their own conclusion emphasizes the trajectory: the operator
was actively refining tooling, custom skills, infrastructure and autonomous attack cycles, while
the technical barrier continues to fall. (Unit 42)

e That is exactly the right lens.

e Do not merely ask:

e How successful was this attack?

Ask:

What new system capability has become operationally viable? ’

The answer appears to be:

Objective-Preserving + Adaptive + Autonomous + Machine-Speed + O ffensive Cogniti

e That deserves serious attention.

48. A New GUDIYA Principle
We can formulate:
The Autonomous Adversary Principle

Once offensive cognition can preserve an objective, evaluate failure, autonomously pivot, acquire
new tools and continue acting at machine speed, the defender is no longer facing a static
cyberattack. It is facing an adaptive HCAS adversary.

The Defensive Symmetry Principle

An adaptive machine-speed adversary ultimately requires adaptive machine-speed defense—but
defensive autonomy itself must operate inside a stability architecture lest the defense become
another instability source.

49. The Team of Cyber Terminators

e The title is provocative.
e But underneath the metaphor lies a sober architectural reality.

The cyber attacker of the future may not be:
One Hacker
typing commands into:
One Terminal

It may increasingly resemble:

Human Objective + Autonomous Reasoner + Multiple Models + Search + MCP +

Tools + Ezxploit Libraries + Execution
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Each component can be replaced.

The objective survives.

The system observes resistance.

It pivots.

It learns operationally.

It continues.

That is not fictional consciousness.

It is something more immediately relevant:

A machine-speed adaptive offensive system.

50. Conclusion — When the Attack Starts Thinking Back

Cybersecurity has always involved intelligent adversaries.

The human attacker thinks.

The defender responds.

The attacker adapts.

What Al changes is the location and velocity of some of that cognition.
The adaptive loop is beginning to move into the machine:

Observe

i

Reason

{
Attack

{
Fail

1

Autonomous Pivot

J
Attack Again

e The human can provide the objective while the synthetic team performs much of the tactical
cognition.
e That changes the defender's problem.
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e A static signature cannot reliably describe a morphing team.

e A model safety rule cannot constrain a system that can replace the model.

e An endpoint view cannot see an Intent Group spanning models, MCP tools, scanners and target
systems.

e And human-speed response cannot indefinitely match machine-speed adaptation.

e This is why the Unit 42 case matters to GUDIYA.

o [t shows an early operational form of something the Cognitome has been anticipating:

Persistent Objective + Adaptive Team + Autonomous Pivot + Machine Speed

o The offensive architecture becomes an HCAS.
e And that means the defense must eventually become more than cybersecurity.
e It must include:

Cybersecurity + AI Safety + Agentic Defense + HCAS Stability Engineering

e because the future defender may not merely be trying to stop malicious packets.

e [t may be trying to stabilize a contested Cognitive Field in which the attacker is itself thinking,
adapting and rerouting at machine speed.

e Hence the provocative title:

A TEAM OF CYBER TERMINATORS

e Not because the machines have become science-fiction villains.
e But because the cyber tool has begun to acquire something operationally much more
consequential than automation:

the ability to encounter resistance and decide what to try next.

The adversary is learning, adapting and pivoting at

machine speed. If we don’t learn and adapt too,

this adversary will kick out butts..!!
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