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117-10-D Kill-Chain, Kill-Swarm, Kill-Web and GUDIYA

"Cybersecurity evolved from defending against individual attacks. GUDIYA evolves to defending against
coordinated cognition."

Introduction

The history of cyber warfare can be viewed as the evolution of coordination. As intelligence migrated
from humans to software, and now from software to autonomous Al agents, the structure of attacks has
fundamentally changed.

The progression can be summarized as:
Kill-Chain — Kill-Swarm — Kill-Web

Each stage increases not only capability but also adaptability, resilience, and cognitive complexity.
Understanding this evolution is essential because traditional cybersecurity was designed for the first stage,
while the Cognitive Economy is rapidly entering the third.

Stage 1 — Kill Chain

The classical cyber attack follows a linear sequence.

Reconnaissance

l

Weaponization

!
Delivery

l

Exploitation

l

Privilege Escalation

!

Persistence

l

Mission Complete

Every action depends on the previous one. If any step fails, the attack usually fails.
The attacker behaves like a person walking through a checklist.

Characteristics
e Sequential
e Predictable
¢ Centralized planning
¢ Single execution path

Limited adaptation
Traditional cybersecurity products were built to detect this pattern.
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Stage 2 — Kill Swarm

Agentic Al changes the picture.

Instead of one attacking process, many autonomous agents perform specialized tasks simultaneously.

e Recon Agent

Exploit Agent
Credential Agent
Planning Agent
Persistence Agent
Communication Agent

Each agent performs its specialty. The overall mission succeeds through parallelism.

Characteristics

Parallel execution
Role specialization
Distributed workload
Partial autonomy
Greater speed

Unlike a kill chain, multiple paths can reach the objective. Failure of one agent rarely ends the mission.

Stage 3 — Kill Web

The next evolution is fundamentally different.

There is no longer a fixed attack plan. Instead, the attacking agents form a Complex Adaptive System

(CAS).
Planner

!

Recon <> Memory <> Browser

!

Reasoning <> Tool Use

)

Exploit <> Persistence

)

Mission Objective

Every participant continuously influences every other participant.

e Planning changes.

Responsibilities migrate.

New strategies emerge.

The topology itself evolves.

The attack becomes a living system.

Characteristics

Adaptive
Self-organizing
Dynamic planning
Capability redistribution
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¢ Continuous learning
¢ Emergent coordination

The attack no longer follows a script. It continuously rewrites its own script.

Why Kill-Webs Are Different

Traditional security asks:
"Which machine is attacking?"
A Kill-Web forces a different question:
"Which collection of cognitive entities has become one coordinated organism?"

The threat no longer resides inside any single agent. It exists in the relationships among them.

Function Survives Even When Structure Changes

Suppose a traditional attacker owns one powerful node.
Agent A
Capability = 100

After detection, the capability is redistributed.

Agent A =20
Agent B=20
Agent C=20
Agent D =20
Agent E =20

A node-centric defense concludes:
"The threat has become weaker."
A Cognitive Stability Grid concludes:
"The capability has merely changed its topology."”

Function survives. Structure changes. This is the hallmark of adaptive systems.

Why Traditional Cybersecurity Struggles

Traditional cybersecurity largely observes:
¢ endpoints

identities

packets

malware

signatures

exploits

It is fundamentally node-centric. Kill-Webs are not.

Kill-Webs exist inside the coordination graph connecting many otherwise ordinary participants. Looking at
one node at a time is like trying to understand a football team by watching only one player. The intelligence
resides in the coordinated play.
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GUDIYA Changes the Unit of Observation

Instead of asking,
"Is Agent-17 malicious?"
the Grid asks,
"What Cognitive Field is emerging from all participating actants?"

This is a profound shift. The object of observation is no longer the node. It is the field.

Cognitive Field Monitoring

The Grid continuously observes:
e synchronization
influence
coupling strength
recursive interactions
cognitive energy flow
stability gradients
capability migration
emergence of coordinated intent

These are properties of the field, not of individual actants.

Kill-Web Detection Through Stability Engineering

A Kill-Web often reveals itself long before it launches an attack.
Its signature appears as:
e increasing synchronization
rapidly strengthening couplings
coordinated planning
redistribution of responsibilities
adaptive topology changes
growing cognitive gain
shrinking stability margins

Traditional cybersecurity waits for compromise. The Cognitive Stability Grid detects the formation of
dangerous coordination itself.

Why GUDIYA Is Orthogonal to Cybersecurity

Cybersecurity answers questions like:
e s this executable malicious?
e s this packet suspicious?
e Is this credential stolen?
e s this endpoint compromised?
GUDIYA answers a different class of questions:
e Are autonomous actants becoming dangerously synchronized?
Is distributed cognition exceeding safe stability envelopes?
Is a Kill-Web emerging?
Is instability beginning to cascade?
Which stabilization intervention should be applied before damage occurs?
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e Cybersecurity protects computers.
¢ GUDIYA protects the Cognitive Field.
e The two disciplines complement one another rather than compete.

The Evolution of Defensive Thinking

‘Era HPrimary Threat HPrimary Defense ‘

‘Kill—Chain HSequential attack HCybersecurity controls, signatures, endpoint detection ‘

Kill-Swarm aC;e(Lrt(imated autonomous Agent-aware orchestration and behavioral analytics

Kill-Web Emergent Complex Cognitive Field monitoring, stability engineering, and
Adaptive System distributed stabilization through GUDIYA

Closing Thought

Every technological revolution changes what must be protected.
e The Industrial Revolution required protecting machines.

The Internet required protecting networks.

The Cloud required protecting identities.

The Agentic Age requires protecting coordination itself.
A Kill-Chain attacks through sequence.

A Kill-Swarm attacks through parallelism.

A Kill-Web attacks through emergence.

GUDIYA is not designed to fight individual agents. It is designed to stabilize the Cognitive Field from
which Kill-Webs emerge. That is the transition from cybersecurity to cognitive-field security, and it
defines the next frontier of Stability Engineering.

New Example of a Kill-Web Attack

Please browse this report on X : https://x.com/lukolejnik/status/20799386166423963147s=46

Does this attack qualify as a ‘kill-web’?
Yes—with an important qualification.
Based on the reports surrounding this attack, we would classify it as exhibiting kill-web characteristics,
rather than saying it is definitively a kill-web in the GUDIYA sense.

Here's why.

Why it resembles a kill-web

From what has been reported, the attack is not a single exploit. It consists of a coordinated chain
of many autonomous activities:

reconnaissance,
planning,

exploiting vulnerabilities,
credential harvesting,
lateral movement,
adapting to defenses,

maintaining progress toward an objective,
and coordinating thousands of actions over time.
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That is exactly the transition GUDIYA makes from a kill chain to a kill web.
A classical kill chain is largely sequential:
Recon
!
Exploit
l

Privilege Escalation

!

Persistence

l

Impact
A kill web looks more like:

Planner Agent
A
Recon Browser Code Memory
I
Credentials Exploits Tool Use
\ | /
Lateral Movement

|
Adaptive Replanning

Mission Objective

The capability emerges from the coordination rather than from any single action.
What GUDIYA would probably observe

Traditional cybersecurity tools often ask:
"Did someone exploit Server X?"
A Cognitive Stability Grid would ask:
"Why are dozens of apparently independent cognitive processes synchronizing toward
one objective?"
That's a very different question.
The telemetry might show:
¢ synchronized planning,
task delegation,
dynamic replanning,
capability migration,
repeated hypothesis testing,
e coordinated timing.
Individually, each agent or action may appear benign.
Collectively, they form an emergent attack capability.
The "weapon" is no longer inside one process.
It exists in the coordination graph.
That's almost a textbook description of the Cognitive Field ideas you've been developing.
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Many agents, many tasks
Parallel execution

Resilient to individual failure
Harder to detect and stop

Designed for modern attackers.

WHY TRADITIONAL CYBER-SECURITY FALLS SHORT

NODE CENTRIC
Focuses on endpoints,
not the coordination
between them.

SIGNATURE BASED
Looks for known threats.
Kill-webs create new
patterns on the fly.

SEQUENTIAL THINKING
Built for linear attacks,
not emergent behavior
or dynamic adaptation.

REACTIVE
Detects after damage
begins. Too late
or adaptive attacks.

SILOED VISIBILITY
Fragmented tools miss
the bigger picture

and the full web.

KILL-WEBS DON’T BREAK IN. THEY COORDINATE.
Traditional security sees pieces. GUDIYA sees the pattern.
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Agents form a complex adaptive system
Dynamic planning and role migration
Self-healing, self-optimizing, goal-driven

Attacks the system, not just the nodes

Designed for the Al age. Extremely hard to stop.

GUDIYA SEES THE COGNITIVE FI

FIELD-CENTRIC VISIBILITY
Observes connections, influence
and coordination.

EMERGENCE DETECTION
Detects the birth of a kill-web
before the attack matures.

STABILITY ENGINEERING )
Measures instability, predicts
cascade and applies control.

6UDIYA
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CONTI.NUOUS ADAPTATION -~ - >
The Grid adapts faster than

the adversary can evolve.

USA wins the Al race

With GUDIYA, the Cognitive Stability Grid. ®
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