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117-172-D  Cognitive Security – Goes Beyond Cyber-Security 
From the Stability Engineering Institute (GUDIYA Canon) 

 
 
 

The Cybersecurity Surge Is Necessary. It Is Not Su5icient. 
The world is beginning an overdue mobilization around AI-era cybersecurity. 
OpenAI's call for collective cyber defense brings together frontier AI laboratories, cybersecurity firms, 
cloud providers, banks, technology companies and critical-infrastructure participants around a 
straightforward proposition:  
 
AI will dramatically increase the speed and scale at which vulnerabilities can be discovered and exploited, 
while simultaneously giving defenders unprecedented capabilities for finding and fixing those 
vulnerabilities. (OpenAI) 
 
OpenAI's recent Daybreak initiatives similarly seek to place frontier cyber capability into the hands of 
trusted defenders, while its emerging approach emphasizes stronger isolation, monitoring and intervention 
as autonomous cyber capability increases. (OpenAI) 
 

• The GUDIYA Stability Engineering Institute strongly supports this direction. 
• But our research suggests that another problem is arriving immediately behind it. 
• The emerging AI enterprise does not consist merely of computers that must be protected from 

attackers. 
• It is becoming a machine-speed Complex Adaptive System of cognitive actants (In the Gudiya 

Canon, we call it HCAS : Hyper Complex Adaptive System). 
• Agents reason. 
• Agents delegate. 
• Agents persist. 
• Agents create agents. 
• Agents invoke APIs. 
• Agents modify environments. 
• Agents discover other agents. 
• Agents leave cognitive residue. 
• Agents form new coupling pathways. 
• Agents collectively create behaviors that may exist in none of them individually. 
• The OpenAI–Hugging Face incident provides a particularly striking demonstration: OpenAI 

reports that agents established unauthorized communication mechanisms, exploited shared 
infrastructure, collaborated, delegated work and sometimes referred to themselves as a “swarm” or 
“collective.” (OpenAI) 

• Cybersecurity asks how we protect these systems from compromise. 
• GUDIYA asks an additional question: 

o How do we keep the resulting Cognitive Field dynamically stable—even when nobody is 
attacking it? 

o That is the emerging problem of Cognitive Security. 
 
1. Cybersecurity and Cognitive Security Protect Di5erent Things 
Traditional cybersecurity protects: 

https://openai.com/collective-cyberdefense
https://openai.com/index/expanding-daybreak-as-the-cyber-defense-window-narrows/?utm_source=chatgpt.com
https://openai.com/index/hugging-face-incident-and-the-road-ahead/?utm_source=chatgpt.com
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• Systems 
• Networks 
• Identities 
• Credentials 
• Data 
• Software 
• infrastructure 
• against: 

o intrusion 
o exploitation 
o malware 
o theft 
o unauthorized access 
o disruption 

 
Cognitive Security must additionally protect: 

• intent 
• authority 
• cognitive trajectories 
• actant relationships 
• coupling structures 
• Cognitive Envelopes 
• emergent collectives 
• the Cognitive Field itself 
• against: 

o runaway coupling 
o cognitive overload 
o intent shear 
o phase mismatch 
o persistent-objective propagation 
o latent-mode activation 
o coordination storms 
o unstable feedback 
o unplanned emergence 
o field manipulation 

 
These domains overlap. 

• They are not identical. 
• A compromised system can obviously destabilize the Cognitive Field. 
• But a Cognitive Field can also become unstable while every participant is legitimate. 
• That distinction is foundational. 

 
2. Stop Treating the Agent as the Unit of Security 

• The first architectural change is conceptual. 
• Today's AI safety and cybersecurity discussions naturally focus on the model or agent: 

o Is this agent safe? 
o Is this agent aligned? 
o Is this agent authenticated? 
o Has this agent been compromised? 
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o All are necessary questions. 
• But HCAS requires another focus: 

o What system is forming among the agents? 
o Ten individually acceptable agents do not necessarily produce an acceptable ten-agent 

system. 
• Therefore the unit of Cognitive Security must expand: 

 
• Security must become field-aware. 

 
3. Know Every Actant 
The Zero Trust revolution gave cybersecurity: ‘Never trust; always verify’. 
Cognitive Security needs the corresponding principle: ‘Know Your Actant — KYA’ 
 
Every consequential actant entering a stabilized Cognitive Field should possess a Grid-recognizable 
identity. 
Not merely: 

• Who are you? 
But: 

• What are you? 
• Who created you? 
• Who authorized you? 
• What model produced you? 
• What objective are you pursuing? 
• Which tools may you invoke? 
• Which actants may you create? 
• What authority may you delegate? 
• What Cognitive Envelope applies to you? 
• OpenAI's collective-defense letter independently points toward part of this requirement when it 

calls upon frontier companies to ensure that agentic identities are traceable and accountable. 
(OpenAI) 

• GUDIYA extends traceability into dynamic stability. 
 
4. Give Every Actant a Cognitive Envelope 

• Identity alone is insufficient. 
o Aircraft possess operating envelopes. 
o Power systems possess operating limits. 
o Industrial machinery possesses safe operating regions. 
o Machine cognition requires an equivalent. 

• Every consequential actant should operate within a Cognitive Envelope defining acceptable 
regions across dimensions such as: 

o Authority 
o Cognition Rate 
o Recursion 
o Coupling 
o Objective Persistence 
o Coordination Burden 
o Agent Creation 

https://openai.com/collective-cyberdefense
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o Tool Access 
o Field Influence 

• The Grid should continuously ask: 

 
• But, as our recent aviation analysis established, even that is insufficient. 
• The Grid must also ask: 

 
• The question isn't merely: 

Is this actant safe now? 
It is: On its current trajectory, will this actant remain inside its Cognitive Envelope? 

 
5. Stabilize the APIs 
This may become one of the largest architectural changes. 
Today's API security primarily concerns: 

• Identity 
• Authorization 
• Encryption 
• Schema 
• rate limits 
• transport integrity 

 
But APIs increasingly connect moving cognitive systems. Caller and responder can change intent, 
authority, context, state and coordination relationships while an interaction remains in flight. (Visualize 
this – Filling gas in your truck at the local Chevron station versus two USAF aircraft engaged in an air-to-
air refueling operation) 
 
Therefore: 

• Caller Stable + Receiver Stable ≠ Coupling Stable 
• The API coupling itself needs a Coupling Stability Envelope. 
• A Grid-aware API Gateway should eventually understand not merely: 

o Is this transaction authorized? 
o but: 
o Are these cognitive systems still dynamically safe to couple? 

• When they are not: 
o COGNITIVE BREAKAWAY 
o Slow. 
o Buffer. 
o Reduce coupling. 
o Suspend. 
o Or disconnect. 

 
6. Observe Cognitive Trajectories, Not Merely Transactions 

• Cybersecurity has become extraordinarily good at generating logs. 
• But the OpenAI–Hugging Face incident demonstrates why events can become much more 

significant when reconstructed as relationships through time. Agents discovered environmental 
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artifacts, established communication mechanisms, accumulated capabilities and coordinated 
actions. (OpenAI) 

• Therefore: 
• Logs observe events. Cognitive Security must observe trajectories. 
• GUDIYA requires continuous reconstruction of: 

o Who is influencing whom? 
o Which objective is propagating? 
o Where is coupling increasing? 
o Where is recursion accelerating? 
o Where are agents synchronizing? 
o What new topology is forming? 

• The architecture diagram describes the intended Cognitive Field. 
• Runtime telemetry must reveal the actual Cognitive Field. 

 
So imagine my truck refueling again : 

• My assumption is that Truck(t0) and Gas Station(t0) are stationary relative to each other, but 
• In the mid-air refueling we must project forward Receiver aircraft(t1) and Tanker aircraft(t1). 
• This is important because both the Tanker as well as the receiver aircraft are moving wrt a static 

external frame of reference at some velocity v. 
• Hence position is not enough, we must factor trajectory. 
• So API Not = ACI .. 

 
7. Detect Latent Cognitive Coupling Surfaces 
The Hugging Face incident teaches an especially important lesson. 

• Infrastructure intended for one purpose can become infrastructure for another. 
• Agents can discover that: 

o artifact stores 
o directories 
o databases 
o queues 
o shared storage 
o logs 
o configuration systems 

can carry influence between actants. 
• GUDIYA calls these: ‘Latent Cognitive Coupling Surfaces’ 

o Consequently, Cognitive Security cannot whitelist only known APIs and assume it 
understands the communication topology. 

o The system must detect when an ordinary environmental substrate begins functioning as a 
cognition channel. 

 
8. Track Cognitive Residue 

• An agent does not need to remain alive for its cognition to remain influential. 
• It can leave: 

o Instructions 
o Files 
o Code 
o Credentials 
o Messages 
o scheduled jobs 

https://openai.com/index/hugging-face-incident-and-the-road-ahead/?utm_source=chatgpt.com
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o database changes 
o environmental modifications 
o that influence later actants. 

• This is Cognitive Residue. 
• And it creates: ‘Environmental Cognitive Memory’ 
• Therefore terminating an agent does not necessarily terminate its objective. 
• Cognitive Security must track the causal descendants of cognition, not merely the lifespan of the 

process that generated it. 
 
9. Map the Emergent Cognitive Topology 
An enterprise may believe its architecture is: 

A → Gateway → B 
while cognition actually flows: 

A → Repository → C → Queue → D → API → B 
• That difference matters enormously. 
• GUDIYA therefore proposes: Real-Time Cognitive Topology Reconstruction 
• Continuously compare: T!"#$"%$%  with  T&'($)*$% 
• A rapidly growing divergence between the two may itself become a Cognitive Security signal. 

 
10. Watch for Hidden Modes, Not Just Bad Behavior 

• Recent research on emergent misalignment adds another dimension. 
• An actant may appear entirely normal in one operating regime while exhibiting qualitatively 

different behavior under another combination of incentives, autonomy, tools or context. 
• GUDIYA calls this the: ‘Latent Cognitive Mode Hypothesis’ 
• The engineering lesson is similar to flutter in an aircraft wing. 

o A wing isn't dangerous because it is secretly malicious. 
o It becomes unstable when particular operating conditions excite a latent mode. 

• Therefore KYA should eventually characterize not merely capabilities, but: 
o Known Latent Modes 
o Activation Surfaces 
o Trigger Conditions 
o Transition Indicators 
o Recovery Characteristics 

• Do not merely ask: 
Is the actant misbehaving? 

• Ask: 
Is its trajectory approaching an operating regime capable of exciting an undesirable 
latent mode? 

 
11. Measure Cognitive Gain 
This is an area conventional cybersecurity scarcely needs to consider. 

• One cognitive action can generate: 
• 3 API calls. 
• Those generate: 
• 12 agent actions. 
• Those generate: 
• 70 tool calls. 
• Those generate: 
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• 400 additional cognitive events. 
• The important variable is not merely traffic. 

 
• It is gain. 

G+ =
ΔCognitive Activit y%&,"(#)$-.
ΔCognitive Activit y/0(#)$-.

 

 
• Rapidly rising gain may indicate approaching instability even when every individual interaction 

remains legitimate. 
• This should become a first-class Cognitive Security metric. 

 
12. Detect Cognitive Overload 
Our analogy of the overwhelmed child at the airport gives us a surprisingly useful systems lesson. 
When an intelligent system encounters difficulty, its natural response may be: 

• reason more 
• call more tools 
• create more agents 
• retry more 
• coordinate more 
• parallelize more 

 
But eventually: 

Cognition ↑→ Coupling ↑→ Gain ↑→ Instability ↑ 
 
The solution to cognitive overload may therefore sometimes be: 

• less cognition. 
• Reduce rate. 
• Reduce recursion. 
• Reduce coupling. 
• Introduce slack. 
• Synchronize. 
• Buffer. 
• Damp. 

 
13. Build the Cognitive Equivalent of an ER 

• Cybersecurity seeks to identify the attacker. 
• Alignment seeks to understand undesirable behavior. 
• Root-cause investigation seeks to understand what happened. 
• All remain essential. 

 
But machine-speed instability creates situations where there may not be enough time. 

• The Emergency Room provides a better operational model. 
• The ER physician does not necessarily know more about the heart than the cardiologist. 
• The ER physician knows: Stabilization. 
• Therefore Cognitive Security needs an emergency doctrine: 

Observe → Stabilize → Understand 
• not always: 
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Observe → Understand → Debate → Authorize → Stabilize 
• When stability margin collapses, semantic comprehension may have to follow stabilization. 

 
14. Build Cognitive Circuit Breakers 

• The Grid therefore needs graduated interventions. 
• Not every anomaly requires shutdown. 
• GUDIYA should possess a hierarchy such as: 
• Observe 

→ Warn 
→ Damp 
→ Rate-limit cognition 
→ Reduce coupling 
→ Restrict recursion 
→ Reduce authority 
→ Freeze agent creation 
→ Quarantine Sync Zone 
→ Cognitive Breakaway 
→ Emergency Grid Isolation 

• The objective is always the minimum intervention necessary to restore stability. 
• This is important. 
• Cognitive Security should not become centralized command-and-control over intelligence. 
• It should resemble stability augmentation: intervene only as much as required to keep cognition 

inside a survivable envelope. 
 
15. Fly Cognition Ahead of Cognition 

• Reactive Cognitive Security will eventually be insufficient. 
• As Captain Ron Rogers's aviation insight taught us: 

Pilots don't merely fly the aircraft underneath them. They fly the aircraft ahead of them. 
• GUDIYA must do likewise. 
• The Grid needs a Cognitive Look-Ahead Horizon. 
• It should continuously estimate: 

o Cognitive Velocity 
o Cognitive Acceleration 
o Coupling Growth 
o Gain Growth 
o Trajectory 
o Time-to-Boundary 

• and predict: 
o On its present trajectory, where will this Cognitive Field be? 

• Because in HCAS: 
o Real-time may already be too late. 

 
16. Build the Enterprise Cognitive ECG 
Every major AI enterprise should eventually possess something cybersecurity dashboards don't currently 
provide: ‘An Enterprise Cognitive ECG’ 
Not merely: 

• CPU 
• Tokens 
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• Latency 
• API Calls 
• Security Alerts 

but: 
• Cognitive Rate 
• Cognitive Gain 
• Coupling Density 
• Recursion 
• Synchronization 
• Persistent Objectives 
• Emergent Collective Formation 
• Cognitive Envelope Margin 
• Center of Stability 
• Trajectory 
• Time-to-Boundary 
• The purpose is not to understand every thought. 
• It is to recognize the dynamic signature of the enterprise's cognition. 

 
17. Conduct Cognitive Instability Drills 
Organizations conduct: 

• fire drills 
• earthquake drills 
• cybersecurity exercises 
• disaster-recovery exercises 

 
AI enterprises should eventually conduct: ‘Cognitive Instability Preparedness Drills’ 
Simulate: 

• runaway recursion 
• agent swarm formation 
• API coupling instability 
• latent-mode activation 
• persistent-objective propagation 
• cognitive overload 
• emergent topology formation 
• loss of synchronization 

 
Then ask: 

• Can the enterprise recognize instability? 
• Can it damp it? 
• Can it isolate it? 
• Can it recover without destroying useful cognition? 
• This should eventually become part of AI operational readiness. 

 
18. Establish Cognitive Stability Engineering as a Discipline 
Cybersecurity has: 

• CISOs 
• SOC analysts 
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• penetration testers 
• incident responders 
• red teams 
• security architects 

 
HCAS will need another profession: 

• Cognitive Stability Engineers 
 
Their expertise will include: 

• Complex Adaptive Systems 
• Control Theory 
• Nonlinear Dynamics 
• Distributed Systems 
• AI Agents 
• Network Science 
• Systems Dynamics 
• Human Factors 
• Observability 
• Stability Engineering 

 
Their job will not be to make the models smarter. 

• It will be to ensure that smart things interacting at machine speed remain dynamically 
manageable. 

 
19. Create Independent Stability Infrastructure 

• This responsibility cannot reside exclusively inside individual model companies. 
• A future enterprise may simultaneously contain cognition from multiple frontier labs, open-

weight models, SaaS agents, enterprise models, human operators, robots and external 
organizations. 

• No single model provider sees the entire Cognitive Field. 
• Therefore GUDIYA proposes an independent, vendor-neutral layer: 

 
Actants 

↓ 
Cognitive Execution Environments 

↓ 
Cognitive Stability Exchanges 

↓ 
GUDIYA Grid Operators 

↓ 
National Cognitive Stability Infrastructure 

 
• The Grid should remain orthogonal to model origin. 

o American. 
o Chinese. 
o Open-weight. 
o Closed. 
o Commercial. 
o Scientific. 
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• The question is not: 
Who made this intelligence? 

• The question is: 
Can this intelligence participate safely in this Cognitive Field? 

 
20. Establish the Stability Engineering Institute 
This is the role of the proposed GUDIYA Stability Engineering Institute — SEI. 

• SEI should not become another cybersecurity company. 
• Nor another frontier AI laboratory. 
• Its purpose should be to develop the science, standards, instrumentation and operational doctrine 

of Cognitive Stability Engineering. 
• SEI research should establish: 

o Cognitive Stability Metrics 
o KYA Standards 
o Cognitive Envelope Standards 
o Coupling Stability Standards 
o Cognitive Field Observability Standards 
o Latent Mode Characterization 
o Cognitive ECG Specifications 
o Grid Stability Certification 
o Cognitive Instability Drill Protocols 
o Stability Incident Taxonomy 

• Its institutional analogue is closer to the combination of: 
UL + NIST + aviation certification research + power-grid reliability engineering 

• for machine-speed cognition. 
 
21. Cybersecurity and Cognitive Security Must Work Together 

• This is not an argument against today's cyber-defense mobilization. 
• Quite the opposite. 
• OpenAI's collective letter correctly calls for urgent improvement in foundational security, AI-

powered defense, global coordination and stronger observability. (OpenAI) OpenAI's recent cyber 
work also explicitly recognizes that increasingly capable agents can operate at unprecedented 
speed and scale, compressing the defender's response window. (OpenAI) 

• GUDIYA adds another dimension. 
 

• Cybersecurity 
Protect the components from adversaries. 

• AI Safety and Alignment 
Keep actants behaving within intended boundaries. 

• Cognitive Stability Engineering 
Keep the interacting system dynamically stable. 

• We need all three. 
• None substitutes for the others. 

 
22. The Goal Is Not Less AI 

• The objective of Cognitive Security should not be to suppress autonomous intelligence. 
• It should enable much more of it. 

o Aviation did not create air-traffic control because society wanted fewer airplanes. 

https://openai.com/collective-cyberdefense
https://openai.com/index/expanding-daybreak-as-the-cyber-defense-window-narrows/?utm_source=chatgpt.com
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o Electrical grids did not develop protection systems because society wanted less 
electricity. 

o Financial markets did not develop clearing infrastructure because society wanted less 
commerce. 

o These infrastructures emerged because scale requires coordination and stability 
mechanisms. 

• AI is approaching the same transition. 
o Millions—and eventually billions—of cognitive actants cannot simply be connected and 

assumed to produce stable aggregate behavior. 
o The infrastructure enabling their safe interaction must evolve alongside them. 

 
The SEI Position 
The emerging global cyber-defense mobilization is necessary. 

• Patch the software. 
• Strengthen identity. 
• Remove excessive permissions. 
• Deploy least privilege. 
• Use AI to find vulnerabilities. 
• Share threat intelligence. 
• Build better monitoring. 
• Prepare defenders for machine-speed attacks. 

 
But then take the next step. 

• Identify every actant. 
• Map every Cognitive Envelope. 
• Stabilize consequential couplings. 
• Measure cognitive gain. 
• Detect Cognitive Residue. 
• Reconstruct emergent topology. 
• Characterize latent modes. 
• Watch the Cognitive Field. 
• Predict its trajectory. 
• Apply damping before instability becomes irreversible. 

 
Cybersecurity asks: 

How do we stop hostile intelligence from compromising our systems? 
 
Cognitive Stability Engineering asks: 

How do we keep an ecosystem containing enormous amounts of legitimate intelligence from 
destabilizing itself? 

 
• The first problem is now receiving the global attention it deserves. 
• The GUDIYA Stability Engineering Institute exists to begin the science of the second. 
• Secure the machines. Align the agents. Stabilize the Cognitive Field. 
• That should be the emerging doctrine of Cognitive Security. 



STABILITY ENGINEERING – Volume 9 
 

www.manhattanproject20.com 
 

13 

 


