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80-16-D Capabilities and Limitations of Zero Trust

Introduction

Zero Trust has become one of the most influential security paradigms of the modern computing era.

Its core principle is deceptively simple:

Never trust. Always verify.

In a world of cloud computing, mobile devices, APIs, remote workforces, and increasingly autonomous
systems, Zero Trust provides a powerful framework for controlling access and reducing security risk.
However, as Cognitive Computing evolves into Hyper Complex Adaptive Systems (HCAS), an important
question emerges: Can Zero Trust protect us from cognitive instability?

The answer is nuanced.

Zero Trust remains necessary. But it is not sufficient.

Understanding both its capabilities and limitations is essential for designing the next generation of
cognitive infrastructure.

What Zero Trust Was Designed To Solve

Traditional security operated under a perimeter model:
Inside Network = Trusted
Outside Network = Untrusted
This model worked when systems were:
e centralized
e static
e predictable

Cloud computing destroyed these assumptions.
Zero Trust emerged to replace them.
Its governing principle became: Trust must be earned continuously.

Core Zero Trust Tenets

Zero Trust generally rests on several principles:

Explicit Verification Every request must be verified.
Least Privilege Grant only the minimum permissions required.
Assume Breach Operate as though compromise is inevitable.
Continuous Monitoring Trust is continuously reevaluated.
Context Awareness Decisions consider:

e identity

e Jocation

e device

e behavior

e risk posture
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Capabilities of Zero Trust

Zero Trust provides substantial benefits.

Strong Identity Assurance
Zero Trust helps answer:
Who are you?
Identity becomes continuously validated rather than assumed.
This significantly reduces:
e impersonation
e credential theft
e spoofing

Reduced Attack Surface

By limiting unnecessary access, Zero Trust minimizes opportunities for compromise.
The system becomes more difficult to exploit.

Lateral Movement Protection

One of Zero Trust's greatest strengths is restricting movement after compromise.
Attackers cannot easily traverse the environment.

Continuous Validation

Trust becomes dynamic rather than permanent.
Risk can be reassessed in real time.

Improved Auditability
Every decision is logged.
Every access request becomes traceable.
This greatly improves accountability.

Strong Foundation for Governance
Zero Trust creates a foundational security layer upon which higher-level governance systems can
operate.
Without identity assurance, many governance mechanisms become ineffective.

What Question Does Zero Trust Answer?

Fundamentally, Zero Trust answers: Can this actant participate?
This is an extremely important question. But it is not the only question that matters.

The Cognitive Civilization Problem

Hyper Complex Adaptive Systems introduce entirely new challenges.
Examples include:

e agent swarms

e recursive workflows

¢ adaptive reasoning chains

e API ecosystems

e autonomous coordination
In these environments, instability often emerges from:

e Collective behavior.

e Not unauthorized behavior.
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The Authorized Swarm Problem

Imagine:
100,000 Actants
All of them are:
e authenticated
e authorized
e certified
e compliant

Zero Trust sees:

PASS

PASS

PASS

PASS

Everything appears healthy.

Yet collectively:

Synchronization
!
Amplification
!
Cascade
!
Instability

The ecosystem becomes unstable. Nothing in Zero Trust detects this.

Zero Trust Does Not Understand Dynamics

Zero Trust evaluates:

e identity
e permissions
e access

It does not evaluate:
e gain

e amplification
e propagation
e synchronization
e topology
These are dynamic system properties.

Legitimate Actants Can Still Destabilize Systems

One of the most important limitations is: Authorization does not imply stability.
An actant can be:
e trustworthy
e authenticated
e compliant
and still contribute to systemic instability.
The ecosystem may fail even though every participant behaved according to policy.

www.manhattanproject20.com



From : The Stability Engineering Institute

Zero Trust Does Not Measure Gain

Earlier GUDIYA chapters introduced the concept of: Gain
The ability of one event to amplify into many consequences.
Zero Trust has no concept of gain.
It cannot answer:

¢ How much amplification exists?

e How rapidly can effects spread?

e  Where are positive feedback loops forming?

Zero Trust Does Not Observe Topology

HCAS behavior depends heavily on:
e connectivity
e coupling
¢ neighborhoods
¢ interaction pathways
These topological characteristics determine:
e propagation speed
e cascade potential
¢ instability exposure

Zero Trust typically operates at the identity level. Not at the topology level.

Zero Trust Does Not Understand Cognitive Shorelines

Modern Al increasingly operates through:
APIs

tools

workflows

micro-inference chains

These boundaries form what GUDIYA describes as: Cognitive Shorelines
Instability frequently emerges at these boundaries. Zero Trust validates access to the shoreline. It does not
evaluate the stability of the shoreline itself.

Zero Trust Does Not Solve the Nyquist Problem

A core challenge in HCAS environments is: Cognitive Nyquist Failure
Systems evolve faster than they can be observed.
Zero Trust validates access events.
It does not determine:
e observation frequency
e stabilization frequency
e propagation velocity
Consequently, it cannot guarantee system stability under rapidly evolving conditions.

The Drone Swarm Analogy

Consider modern drone warfare.
Traditional security asks:
Is this drone authorized?
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A swarm attack asks:
How many drones are arriving?
How coordinated are they?
What is their collective behavior?

These are fundamentally different questions. The same distinction exists in cognition.

Where GUDIYA Begins
A useful distinction emerges:
‘Layer HPrimary Question

‘Know Your Actant (KYA)HShould this actant participate?
‘GUDIYA Stability Layer HWill participation remain stable?

|
‘Zero Trust Cognition HCan this actant participate? ‘
1

Each layer addresses a different risk category.

The Missing Layer: Stability Engineering

Zero Trust protects access.
GUDIY A protects ecosystems.
Zero Trust focuses on:

e identities

e permissions

e resources

GUDIYA focuses on:
e dynamics
e gain

e propagation
e synchronization
o stability envelopes
These capabilities are complementary. Not competing.

Toward Integrated Cognitive Defense

Future Cognitive Infrastructure will likely require all three layers:

Zero Trust Cognition Protects against unauthorized participation.
Governance Determines acceptable participation.
Stability Engineering Ensures participation does not destabilize the ecosystem.

Together they create a comprehensive defense architecture.

Final Insight

Zero Trust is one of the most important security innovations of the modern era.
It solves a critical problem:

Who can participate?
But Hyper Complex Adaptive Systems introduce a second problem:

What happens after participation begins?
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This is where Zero Trust reaches its boundary.
It can determine whether an actant is allowed through the gate.
It cannot determine whether millions of authorized actants will collectively create instability.
In Cognitive Civilization, both questions matter.
e Zero Trust controls access.
e Stability Engineering controls consequences.
e And as Cognitive Systems scale, understanding the difference may become one of the most
important architectural lessons of the Al age.

As noted in earlier GUDIYA forecasting work, large-scale stability infrastructure tends to emerge not
because society fully understands it, but because instability eventually makes it necessary.
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CHAPTER

CAPABILITIES AND LIMITATIONS_, .
OF ZERO TRUST

ZERO TRUST IS NECESSARY. BUT IT IS NOT ENOUGH.

Zero Trust was built to answer the question: “Can we trust this actant?”
The Cognitive Age must also answer: "Will this actant—alone or together—
keep the system stable?”

ZERO TRUST CONTROLS
THE GATE.

STABILITY ENGINEERING
PROTECTS THE ECOSYSTEM.

WHAT ZERO TRUST DOES CORE ZERO TRUST TENETS ZERO TRUST ANSWERS

Zero Trust is a security model based on a simple principle:

Never trust. Always verify.
SREIRERERE
ENFORCE LEAST ~ CONTINUOUSLY ~ ASSUME BREACH,

VERIFY VALIDATE
IDENTITY AUTHORITY PRIVILEGE MONITOR RESPOND FAST

CAN THIS ACTANT
PARTICIPATE?

Explicitly verify everything
/) Use least-privilege access

It protects against:

+ Unauthorized access
« Stolen credentials

= Malware and spoofing
« Insider misuse

« Lateral movement

() Assume breach
/) Inspect and log all activity

& Continuously assess risk

RUST DECISION LOOP

CAPABILITIES OF ZERO TRUST ZEROT

STRONG IDENTITY ASSURANCE

Ensures actants are who they claim to be.

REDUCED ATTACK SURFACE

Limits unnecessary access
and lateral movement.

CONTEXT-AWARE ACCESS
Decisions adapt to posture,
location, time, and risk.

CONSTANT VERIFICATION
Trust is continuous, not permanent.

AUDITABLE AND TRACEABLE

Every decision is logged and traceable.

FOUNDATION FOR GOVERNANCE

Provides the essential security layer
for all higher-order controls.

AY>, DOES NOT UNDERSTAND DYNAMICS
4P v)~7 [Itvalidates identity, not behavior
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4. MONITOR

or systemic impact

LEGITIMATE ACTANTS CAN DESTABILIZE
Every actant may be authorized,
yet collectively harmful.

NO CONTEXT OF SCALE

Cannot assess numbers, rate,
synchronization, or convergence.
NO AMPLIFICATION RENESS

Cannot detect gain, feedback loops,
or cascade potential.

NO STABILITY OBSERVABILITY
Cannot see propagation velocity

or topology stress.

NOT DESIGNED FOR EMERGENCE
Zero Trust is linear. Cognitive systems
are non-linear and emergent

WHAT ZERO TRUST DOES NOT SEE

10,000 actants. All authenticated. All authorized. All compham ) /\
(«

e
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HOW MANY? HOW FAST?  HOW SYNCHRONIZED? ~ WHAT GAIN?

A A mm A
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WHAT CASCADE
POTENTIAL?

m h
& These are stability questions, not identity questions.
THE MISSING LAYER: STABILITY ENGINEERING
o > q »
B & X @

0BSERVE MEASURE ASSESS ENSURE

TOPOLOGY DYNAMICS AMPLIFICATION STABILITY
ALL CLEAR

Zero Trust decides if an actant can participate.
Stability Engineering decides if the participation is safe

TOWARDS INTEGRATED DEFENSE FINAL INSIGHT

GOVERNANCE STABILITY ENGINEERING
(KYA) (GUDIYA)

.k

Will your participation
keep the system stable?

Zero Trust is the gatekeeper.

It prevents the wrong actants from entering.

But in the Cognitive Age, the greatest threats r
from the right actants acting together in wror

We need Zero Trust to control access.
We need Stability Engineering to control impact.

Who are you?
Can you participate?

Should you participate?
Is it aligned with intent?

TOGETHER T CREATE RESILIENT COGNITIVE ECOSYS
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