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117-135-D
Different Worlds

A System Can Be Secure and Still Be Unstable

1. Al Has Inherited the Language of Cybersecurity

Dynamic Stability and Cybersecurity for Al - Are

As Al systems have become more consequential, the computer industry has naturally reached for

disciplines it already knows.
We speak about:

e threats,
vulnerabilities,
attack surfaces,
authentication,
authorization,
adversaries,
zero trust,
guardrails,
controls,
risk frameworks,

e incident response.
These concepts are indispensable.

NIST's current Al work illustrates this progression well. Its adversarial machine-learning taxonomy extends
security thinking into poisoning, evasion, privacy and misuse attacks, while its developing Cyber Al Profile
addresses the intersection between cybersecurity and Al. NIST is clearly expanding cybersecurity to

encompass increasingly sophisticated Al systems.

But GUDIYA asks whether something else is now becoming necessary. What happens when:

Authenticated = True
Authorized = True
Compromised = False

Malicious = False

and nevertheless:

System = Unstable

Cybersecurity alone does not naturally describe this world.

2. Danger Does Not Require an Adversary

This may be the simplest distinction.

e Cybersecurity grew substantially around a world in which something undesirable is being done to

a system.
e An attacker penetrates.
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Credentials are stolen.
Malware executes.

Data is exfiltrated.

A vulnerability is exploited.

Dynamic Stability Engineering must additionally worry about something quite different:

e What if nobody attacks the system at all?
Imagine hundreds of legitimate Al agents.
Every agent is properly authenticated.
Every API call is authorized.

Every model is operating normally.

Every machine is uncompromised.

And yet their interaction creates:
Feedback
Amplification
Oscillation
Coordination Overload
Persistent Objectives
Emergent Group Behavior

until eventually:

System Instability

Nothing necessarily failed in the cybersecurity sense.

The dynamics failed.

3. Aviation Already Understands This Distinction

An aircraft can be:
[Secure=True]
and:
[MechanicallyFunctional=True]

yet still encounter a dangerous dynamic condition.
Consider:

e turbulence,
wind shear,
microbursts,
flutter,
resonance,
icing,
aerodynamic stall.
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None is an adversary.
The atmosphere is not malicious.
Yet aviation treats these phenomena with extraordinary seriousness because:

[Danger does not require malicious intent.]
Al may need to learn the same lesson.

4. Delta 191 Is an Important Analogy

Delta Air Lines Flight 191 encountered a severe microburst while approaching Dallas/Fort Worth in 1985.
The aviation industry's response was not to ask:
Who attacked the aircraft?
It asked:
e  What dynamic phenomenon occurred that our system was inadequately equipped to observe and
manage?
o The subsequent evolution of wind-shear and micro-burst detection, Doppler radar, procedures,
training and operational doctrine illustrates an important principle.
e  When a new dynamic hazard becomes understood:

Unknown — Observed — Characterized — Instrumented — Managed

The Al industry may eventually need an analogous progression.

5. HCAS May Have Its Own Microbursts

GUDIYA hypothesizes that machine-speed Complex Adaptive Systems may contain dynamic phenomena
that today's Al infrastructure does not adequately observe.

Cognitive Cascades
Cognition Resonance
Persistent Objectives

Emergent Group Actants
Rapid Authority Propagation
Cognitive Field Manipulation

Cogjacking

Cognitive Envelope Excursions

Some of these concepts may eventually prove more important than others.
New phenomena may be discovered that GUDIYA has not yet imagined.
That is exactly why observability matters.

The first challenge is not necessarily controlling an unknown phenomenon.
It is recognizing that it exists.
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6. Cybersecurity and Stability Engineering Ask Different Questions

Cybersecurity asks questions such as:
e  Who are you?
Are you authorized?
Has the system been compromised?
Is this input malicious?
Is data being exfiltrated?
Has a vulnerability been exploited?

Dynamic Stability Engineering asks:
e What is interacting?
How strongly are the actants coupled?
How quickly are interactions occurring?
Are feedback loops forming?
Is cognition being amplified?
Is a Group Actant emerging?
What is its trajectory?
How far is the system from its Stability Envelope?
Is the field recovering or diverging?

The difference can be summarized as:

Cybersecurity : Is something bad being done to the system?

VErsus:

Dynamic Stability : What is the system becoming because of its own interactions?

7. Security Is Primarily About Protection; Stability Is About Dynamics

Consider two agents:

A~ B
Cybersecurity may establish:
Identity(A) = Valid
Identity(B) = Valid
Authorization(A, B) = Valid
Channel(A, B) = Secure

Excellent.
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GUDIYA then asks:

Coupling(A, B) =?
Gain(A,B) =7
InteractionRate(A, B) =?
Feedback(A, B) =7

Trajectory(A + B) =7

e Both disciplines are necessary.
e But they are measuring different properties of the same system.

8. Zero Trust Does Not Mean Zero Instability

Zero Trust is enormously useful.

But imagine:
Authenticated(A) = True
Authenticated(B) = True
Authorized(A — B) = True
and:

Authorized(B — A) = True
The interaction forms:
A—-B— A
with reinforcing gain.
Nothing violates Zero Trust.
Yet:
€ — 2¢ — 4e — 8 — - --
may produce instability.

Thus:

Zero Trust # Zero Instability

Authentication answers whether the participants should be there.

Stability Engineering asks what happens because they are there together.
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9. Secure Components Do Not Guarantee a Stable System
Suppose:

Secure(A) = True
Secure(B) = True
Secure(C) = True

It does not follow that:

Stable(A+ B + C) = True
because the composition introduces:

New Couplings

New Feedback

New Topology
New Authority

New Emergence
Therefore:

Secure(A) + Secure(B) + Secure(C) # Stable(A+ B + C)

This may be the foundational equation separating the two disciplines.

10. Emergence Breaks Behavioral Composability

This follows directly from the GUDIYA Emergence—Composability Principle.
If:

A+B+C

produces consequential emergent behavior, the resulting system must be treated as a new object

The Group Actant may possess:
Capabilityg
Intentg
Trajectoryg

Authorityg

Instabilityg
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that none of its individual members possesses independently. Securing the components therefore cannot
completely characterize the resulting whole.

Emergence breaks behavioral composability.

And that creates a stability problem.

11. Cybersecurity Looks for Compromise; GUDIYA Looks for Excursion
This distinction produces two very different operational events.
A cybersecurity system may detect:

[Normal - Compromised]

GUDIYA may detect:
[InsideEnvelope = ApproachingBoundary = EnvelopeExcursion]

e No compromise is required.
e The system itself may simply be moving into a dangerous operating region.
e That is why the Cognitive Stability Envelope becomes important.

12. A Stability Envelope Is Not a Guardrail

Guardrails generally express constraints:

[Allowed] versus:[NotAllowed]

A Stability Envelope is multidimensional.
Suppose an agent operates with moderate authority: [Authority=A 2]
That may be perfectly acceptable when:

o [InteractionRate=Low]

o [Coupling=Weak]

e [Recursion=Low]

But the same authority may become dangerous when:

InteractionRate T
Coupling T
Recursion 1

Persistence 1

Therefore the acceptable region might resemble:

& = f(Authority, CognitionRate, Interaction Rate, Coupling, Gain, Recursion, ]

Persistence, CoordinationBurden, . . .)
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e The question becomes:
[Where are we relative to the boundary?]
e That is dynamic-systems thinking.

13. Stability Is a Region, Not Merely a Rule

This distinction is profound.

Cybersecurity often asks:
Rule Violated?
Dynamic Stability asks:
Distance From Instability?
The first can frequently be represented as:
0/1
The second requires:
Position
Velocity
Direction
Margin
Trend

An actant may violate no rule whatsoever while the system is moving rapidly toward instability.

14. Machine Speed Changes Everything

Machine speed does not automatically create instability.
But it can compress the time available to observe and damp unstable dynamics.
Consider:
[A>B>CA]

If this loop closes once every week, humans may have ample opportunity to recognize what is happening.
If it closes: 10,000 times/second, the system may traverse an enormous behavioral distance before a
human understands the first cycle.
Therefore:

[InteractionRate > StabilizationRate ]
can become a dangerous condition.

A central HCAS problem is therefore not merely:
Cognition Speed
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but:
[Speed of causal-loop closure]

15. More Connectivity Creates More Possible Dynamics

New technologies increasingly make cognitive components easier to compose.
Consider:

MCP
LLM Routers
Mizxture of Agents
Agent Meshes
Tool Discovery

Dynamic Delegation

e Each creates enormous capability.

But collectively:

Connectivity 1

can produce:

PossibleCouplings 1

and therefore:

PossibleFeedbackPaths 1

and:

EmergenceSur face 1

o This does not mean connectivity is undesirable.
e [t means connectivity creates a stability burden.

16. Cybersecurity Has Attack Surface; GUDIYA Has Emergence Surface

This suggests a useful parallel.
Cybersecurity asks about:

Attack Sur face

GUDIYA can additionally ask about:

Emergence Sur face

e Attack Surface describes opportunities for adversarial exploitation.
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e Emergence Surface describes opportunities for consequential system-level behavior to arise from

interaction.

e The two may overlap.
e But they are not identical.

e A system can have Low Attack Surface and still possess High Emergence Surface if many

strongly coupled adaptive actants interact at machine speed.

17. Cogjacking Lives at the Boundary

e Some phenomena belong simultaneously to both disciplines.
e Cogjacking is an excellent example.

An adversary may:
Compromise Actant g
That begins as cybersecurity.
But then A may influence:
B,C,D,E

and produce:

Cognitive Cascade
Now the problem has transformed.
The initiating event was:

Security Incident

The resulting phenomenon becomes:

Dynamic Stability Incident

Thus cybersecurity and Stability Engineering should cooperate rather than compete.

18. An Attack Can Become a Field Phenomenon

e Consider:

[Attacker 2 A]
o followed by:
[A> B> C>D]
o followed by:

[B+C+D = G]

e At some point the original attack may become less important operationally than the emergent
dynamics it triggered. The target system can even become part of the attack mechanism.
o This resembles the earlier GUDIYA analysis of compromised actants participating in their own

destabilization.
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Cybersecurity detects the spark.
Stability Engineering manages the fire dynamics.

19. But Many Fires Need No Arsonist

This is the essential distinction.

A forest can burn because someone deliberately starts a fire.

Or because lightning strikes.

The fire dynamics after ignition obey the same physical laws.

Similarly Malicious Trigger, and Accidental Trigger may both produce: Cognitive Cascade
Therefore Stability Engineering cannot depend upon establishing adversarial intent.

It must observe the system dynamics themselves.

20. GUDIYA Must Be Cause-Agnostic During Stabilization

Suppose the Grid detects: Rapid Divergence. Operationally, it may not matter initially whether
the cause is Attack, Bug, Emergence, Human Error, Model Error, Unexpected Coupling.

The immediate question is: How do we stabilize the system?

Root-cause analysis can follow.

This resembles emergency medicine.

First stabilize the patient.

Then determine the complete etiology.

21. The Cognitive Circuit Breaker Illustrates This

Suppose Sector T develops severe instability.

The Grid may Sectorr = Delink

Then: Analyze, Purify, Resynchronize, Reconnect

The Circuit Breaker does not need to prove that Sector T is under attack before acting.
It responds to Observed Instability

That is another important distinction from purely threat-driven security mechanisms.

22. Cybersecurity Telemetry and Stability Telemetry Are Different

Cybersecurity may observe:

authentication events,
network traffic,

malware signatures,
privilege escalation,

data movement,
vulnerability exploitation.

GUDIYA additionally needs:

cognition rate,

interaction rate,

coupling strength,

feedback topology,
recursion depth,
coordination burden,
persistence,

Group Actant formation,
Cognitive Envelope margin,
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e CCS trajectory,
e stabilization demand.

e The data can overlap.
e The interpretation differs.

23. The Same Log Can Tell Two Different Stories

Imagine:

A->B
B->C
C2>A

e Cybersecurity may see:

e Three legitimate API transactions.

o GUDIYA may see: A closed cognitive feedback loop.

e Neither interpretation is wrong.

e They answer different questions.

e  One asks whether the transactions are legitimate.

e The other asks what system dynamics those transactions collectively create.

24. This Is Why GUDIYA Needs the Cognitive Field

e Cybersecurity often organizes around: Assets, Identities, Networks, Applications, Data
GUDIYA additionally introduces: The Cognitive Field

e because the phenomenon of interest may exist across many independently owned and
independently secure systems.

o The field is where: Influence, Interaction, Feedback, Coordination, Emergence become visible as
system-level phenomena.

25. The Field Can Be Unstable While Every Node Is Healthy

This is perhaps the cleanest demonstration.

Suppose:

e Health(A)=GREEN
Health(B)=GREEN
Health(C)=GREEN
Health(D)=GREEN

Yet:
e Field(A,B,C,D)=RED
because:
o Topology+Gain+InteractionRate
has created instability.

Therefore:

e Healthy Nodes NOT - Healthy Field
This is quintessential CAS reasoning.
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26. Traditional ITIL Thinking Struggles Here

e [TIL is extraordinarily useful for engineered IT services.
e Aservice breaks.
e Anincident is created.
e The affected component is identified.
e Service is restored.
e Root cause is analyzed.
e But CAS failure may contain:
e No Broken Component
Instead:
Locally Rational Behavior
J’_
Interaction
9

Globally Irrational Outcome

e The object requiring investigation is therefore the system trajectory.
e This is why GUDIYA needs CIIB rather than relying exclusively on conventional IT incident
management.

27. CIIB Investigates Dynamics, Not Merely Failures

The Cognitive Incident Investigation Board asks:
What was the Cognitive Field state?
What did each actant know?

What was each actant's orientation?
What coupling changed?

When did the loop close?

When did gain increase?

When did the system cross its envelope?
What stabilizer was absent?

What eventually restored stability?

This is much closer to aviation accident investigation than application troubleshooting.

28. Delta 191 Shows Why New Sensors Matter

Before a phenomenon can be systematically managed, it often must become observable.
For HCAS:
e Unknown Dynamic may become CIIB Finding

then:

e New Metric
then:

e New Detector
then:

e New Grid Instrument

e Yesterday's Accident = Tomorrow's Sensor
o This is how the Grid's observability matures.
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29. CIIB Can Build Cognitive Doppler Radar

Imagine that repeated investigations discover a characteristic signature preceding a particular cascade.

Perhaps:
dCoupling 4
dt
while:
InteractionRate 1
and:
EnvelopeMargin |

e The Grid can build a detector.
e  What once looked mysterious becomes:

Observable
then:
Recognizable
then perhaps:
Avoidable

o This is the conceptual equivalent of Cognitive Doppler Radar.

30. The Stability Cognitome Accumulates

e Every incident contributes: Experience, Pattern, Metric, Detector, Procedure, Envelope
Knowledge, Recovery Technique

Together they form: The Stability Cognitome

Cybersecurity has threat intelligence.

GUDIYA develops something complementary: Stability Intelligence

Knowledge about how interacting cognitive systems become unstable—and how they recover.

31. Stability Intelligence Is Not Threat Intelligence

e Threat intelligence asks:
o Who is attacking?
o How?
o Using what technique?
e Stability Intelligence asks:
o What dynamics are developing?
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32. Cybersecurity Wants Indicators of Compromise

O O O O

O

What topology produces them?
What is amplifying?

What margin remains?

What intervention restores stability?
Again, both are valuable.

But they represent different bodies of knowledge.

An important security concept is IOC - Indicator of Compromise.
GUDIYA may eventually need 101 - Indicator of Instability.

Examples might eventually include combinations of:

O

O O O O O

O

CouplingAcceleration,
InteractionRateGrowth,

RecursiveDepth,

ObjectivePersistence,

TopologyClosure,

EnvelopeMarginCollapse,

No single metric necessarily proves instability.

The pattern may matter.

33. From IOC to |10l

The distinction is elegant:
I0C: Something may have compromised us

VErsus:

IOI: Something may be destabilizing

An 10l does not require an attacker.

That makes it particularly suitable for CAS.

This could become a useful GUDIYA operational term.

34. Security Controls and Stabilizers Are Different

A security control might:
Block Unauthorize Access

A stabilizer might:

e Reduce InteractionRate or
e Introduce Damping or
e Break Feedback Loop or
e Reduce Cognitive Gain or
e Insert Human Stabilization or
e Dissolve GroupActant or
e Delink Sector

Both protect the system.
But through fundamentally different mechanisms.

35. The Stabilizer May Allow the Behavior to Continue

This is another subtle difference.
Security often blocks undesirable activity.

15
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e Stability Engineering may instead modify its dynamics.
e For example: InteractionRate=10,000/s may be unstable.
e Perhaps: InteractionRate=500/s is perfectly viable.

The answer therefore need not be:
STOP
It may be:
SLOW DOWN
That is classic dynamic-system thinking.

36. Stability Engineering Introduces Margin

Cybersecurity frequently thinks in terms of:
e Secure/Compromised
Dynamic engineering thinks naturally about:
e Margin : An aircraft does not wait until stall to care about stall.
e [t maintains: StallMargin
Similarly GUDIYA should not wait for:
e Instability=True
It should monitor:
e StabilityMargin

That allows intervention before failure.

37. This Is Why the Cognitive Envelope Matters So Much

A Cognitive Envelope transforms stability from an after-the-fact diagnosis into an operating discipline.
Instead of The Group Actant became unstable. GUDIYA can say The Group Actant is approaching the
boundary of its approved operating region. That enables Preventive Stabilization rather than PostFailure
Recovery. This is the conceptual jump from incident response to dynamic stability management.

38. Stability Engineering Does Not Replace Cybersecurity

This distinction must remain explicit.
GUDIYA should never claim:

e Cybersecurity\ obsolete

e  Quite the opposite.

A mature HCAS requires:
[Cybersecurity + Al Safety + Governance + Dynamic Stability Engineering]

Each discipline sees something the others may not.

39. Think of Them as Orthogonal Dimensions
A system can be:
‘ HStable HUnstable ‘

‘Secure HDesired state HEmergent/dynamic failure‘

‘InsecureHVulnerable but dynamically stableHCornpound crisis ‘
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The upper-right quadrant is particularly important:
o Secure + Unstable
Traditional cybersecurity may find nothing obviously wrong.
Yet the system may be approaching catastrophe.
That is GUDIYA's territory.

40. The Lower-Right Quadrant Is Even More Dangerous
Suppose:

41. The Al Industry Is Building the Need for This Discipline

Insecure=True

and:

Unstable=True

An attacker may exploit instability.

Instability may amplify the attack.

Compromised actants may recruit or influence legitimate actants.
The attack becomes a field phenomenon.

Thus:

o CyberAttack + EmergentDynamics can create: Compound HCAS Crisis

o This is where cybersecurity and GUDIYA must work together.

Every capability advance increases what cognition can do.
o Agents add autonomy.

MCP adds tool composability.

Agent meshes add connectivity.

MoA adds collective cognition.

Memory adds persistence.

Robotics adds physical agency.

Machine speed compresses interaction time.

O O O O O O

The result is:

but potentially also:

Capability T

Stability Burden 1

The two trajectories must be developed together.

42. Let Capability Evolve

GUDIYA should not attempt to dictate the capability architecture.
Tomorrow's systems may look completely different from today's.
That is acceptable.
The Grid can remain at a more durable abstraction:
o Who are you?
Where are you?
What is your intent?
Who are you coupled with?

o O O

17
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How fast are you operating?

What is emerging?

Are you inside your Stability Envelope?

This is analogous to ATC surviving generations of aircraft innovation.

O O O O

43. ATC Is the Better Analogy Than Antivirus

Aircraft technology changed enormously.
Yet ATC did not need to understand every detail of every engine or flight-control computer.
Its abstraction remained relatively durable:
e Identity
Position
Intent
Trajectory
Separation
Operating Rules

Likewise:
e Al Capability = Rapid Evolution
while:
e Grid Stability Abstraction = Durable

That is the architectural aspiration.

44. GUDIYA Does Not Need to Fly the Agent

e ATC does not manipulate an aircraft's ailerons.
e Similarly, GUDIYA should not micromanage every inference.
o The local Al system decides:
o How To Cognize
e GUDIYA asks:
o Within What Dynamic Envelope?
e This preserves innovation while creating a systemic stabilization layer.

45. The Difference Can Be Summarized Simply

Cybersecurity protects:
e Integrity of the system
Dynamic Stability Engineering protects:
e Viability of the system's trajectory

One asks whether the system has been improperly altered or accessed.

The other asks whether the system's evolving behavior remains inside a survivable region.
Those are different engineering objectives.
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46. The Future Al Operations Center May Need Two Screens

Imagine a national Grid operations center.
One display shows:
Threat Intelligence
Intrusions
Compromised Identities
Attack Paths
The cybersecurity picture.
Beside it:
Cognitive Field
Centers of Stability
Cognition Flows
Group Actants
Coupling Hotspots
Envelope Margins
Indicators of Instability
The stability picture.
Same infrastructure.

Two fundamentally different views.

47. One Screen Answers “Are We Under Attack?”
The other answers:

e ARE WE BECOMING UNSTABLE?

e Sometimes both alarms illuminate.

e Sometimes only one does.
That is why neither discipline can substitute for the other.
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48. A New Institutional Partnership

In a mature Al ecosystem:

SOC(the Security Operations Center), may work alongside something like:

CSOC(the Cognitive Stability Operations Center).

SOC watches Threats

CSOC watches Dynamics

When the two intersect, they coordinate.

That may become as natural in future Al infrastructure as cybersecurity operations are today.

49. NIST's Work Is Necessary—But There May Be Another Discipline Beyond It

e NIST's continued work on adversarial machine learning, Al risk and the Cyber Al Profile is
important.

e It should continue.

e But as autonomous cognitive systems become more interconnected, another question becomes
unavoidable:

e What engineering discipline governs system-level dynamics when all of the components are
functioning legitimately?

e That is the intellectual territory GUDIYA calls: DYNAMIC STABILITY ENGINEERING FOR
HCAS

e [tis not cybersecurity with another name.

o [t begins from a different systems problem.

50. Conclusion — Secure Is Not the Same as Stable

For decades the computer industry learned to ask:
Is the system available?
Then:
Is it reliable?
Then:
Is it secure?
More recently:
Is the Al safe and aligned?
HCAS introduces another question:
IS THE SYSTEM STABLE?
A system can be: Authenticated, Authorized, Encrypted, Uncompromised, PolicyCompliant
and still develop:

e Feedback

e Amplification

e Emergence

e (Cascades

e Envelope Excursions

because:
e A system does not need an adversary to become dangerous. Cybersecurity protects the system
from malicious and unauthorized forces.
e Dynamic Stability Engineering must additionally protect the system from dangerous dynamics
arising through its own legitimate operation.
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That is why GUDIYA introduces a different vocabulary:
Actants
Coupling
Gain
Interaction Rate
Group Actants
Cognitive Field
Stability Margin
Cognitive Envelope
Indicators of Instability
Stabilizers
Cognitive Circuit Breakers

The two disciplines should eventually stand beside one another:

Cybersecurity + Dynamic Stability Engineering

because:

SECURE DOES NOT MEAN STABLE.

And perhaps the simplest explanation of the difference is this:

Cybersecurity asks whether something dangerous is being done to the system. Dynamic Stability
Engineering asks whether something dangerous is emerging from the system.

For the world of machine-speed adaptive cognition, humanity may need to become very good at asking
both.
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