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117-217-D Vulnerability versus Instability
Al May Be Creating a Class of Failure That Cybersecurity Was Never Designed to Find

I. The Cybersecurity Curve Is Already Bending Upward
A recent al 6z chart presents a striking picture. (https://x.com/al 6z/status/20963539381740503147s=20 )

e Across 21 major software organizations, the reported
number of critical and high-severity vulnerabilities has
risen dramatically. According to the chart, critical
vulnerabilities that had remained below roughly 100 per | Across 21 major software companies, including
month for four years recently climbed above 600 per |ApPple. AWS, Microsoft, and Google:
month, while reported high-severity vulnerabilities rose | _ Reported critical vulnerabilities never cleared
even more sharply. 100 per month in four years

o The chart attributes its underlying CVE data to Epoch | - Since spring they've jumped to over 600 per
Al and explicitly cautions that reporting procedures, |month
labeling and cadence vary substantially among
organizations.

e The chart itself therefore does not establish that Al Cyber Risk Goes Parabolic
caused the increase. Crcal and i

e But there is little doubt about the larger technological |
transition underway: Al is dramatically increasing the
ability of both attackers and defenders to search
software, reason about weaknesses, automate
investigation, generate and test code, and operate at

machine-assisted speed. ww—/—’-/\v/
o This is already enough to place enormous pressure on S M

conventional cybersecurity.
e But GUDIYA asks a more unsettling question:

o  What happens when the problem is no longer a
vulnerability?

al6z & @al16z-1h X
Cyber is having a moment

Charts of the Week: a16z.news/p/chart-of-the...

o What happens when every component is working approximately as designed—and the
system nevertheless becomes unstable?

[I. Vulnerability and Instability Are Different Failure Classes

e The distinction is fundamental.
e A vulnerability is generally something wrong with, or exploitable about, a component or
configuration.
e Conceptually:
Component X

l
Weakness

l
Exploit

l

Undesired consequence
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e An instability can arise differently:

Component A

pmd

Component B

pmd

Component C

pmd

Component D

l
Feedback / Coupling / Gain / Delay / Recursion

!

System instability

e Nothing requires A, B, C or D individually to contain the defect responsible for the resulting

system behavior.

e The problem may exist primarily in their dynamic relationship.
e That is the conceptual dividing line between:

Vulnerability Engineering and Stability Engineering.

[Il. ACVE Usually Has Somewhere to Point

Cybersecurity developed in a world where finding the offending object is extraordinarily useful.
A vulnerability can frequently be associated with:

e A software package
A version
A configuration
A protocol
A library
A credential
An implementation error
¢ An access-control weakness
The vulnerability can then be:

This has produced one of the great engineering institutions of modern computing: The CVE worldview.

Find the weakness.
Name it.

Locate it.

Score it.

DISCOVERED

|
CLASSIFIED

|
ASSIGNED

|
PRIORITIZED

|
PATCHED

|
MITIGATED
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Fix it.

That worldview remains indispensable.

GUDIYA does not replace it.

But HCAS may introduce failures for which the question:
o “Where is the defective component?”
o has no satisfactory answer.

Instability Can Exist Between Correct Components

Imagine four agents:

Agent A

Agent B

Agent C

Agent D

Each has been individually evaluated.

Each behaves correctly within its intended local operating conditions.

Now couple them:
A—-B—-C—->D—-A
A's output changes B.

B changes C.

C changes D.

D changes A.

Now introduce:

Delay

Gain

State persistence
Recursion

Asymmetric Cognition Velocity
Environmental influence
Repeated rendezvous

O O O O O

O O O O O O O

o The resulting loop may oscillate, amplify, drift or transition into an emergent regime.

Yet when engineers inspect each component individually:
o A—PASS

o B—PASS

o C—PASS

o D—PASS
The system can still be:

o UNSTABLE

This produces one of the most important propositions in the GUDIYA Cognitome:

Component correctness does not imply interaction stability.
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Introducing Time as a First-Class Variable
GUDIYA’s distinctive contribution to Software Engineering

The first radical move of the GUDIYA Cognitome may have been deceptively simple: introduce time as
a first-class variable into the analysis of cognition. Conventional software engineering is strongly
inclined to ask what a component is and what it does: given input X, what output does Agent A
produce? But once autonomous cognitive actants interact continuously, the more important question
becomes: what is happening to A, B, C and D as their states evolve through time?

A static architecture may show A > B> C > D > A. Introduce time, however, and the same diagram
becomes A(t,) > B(t,) > C(t,) > D(t;) > A(t,). Critically, A(t,) need not be the same effective cognitive
state as A(t,). During the interval, A may have accumulated memory, context, cognitive load,
environmental influence, persistent objectives and additional rendezvous. The code may not have
changed, yet the state of the cognitive system has. Thus: Code(t+1) = Code(t) does not imply
Behavior(t+1) = Behavior(t).

Once time enters the model, an entire vocabulary of dynamics enters with it: delay, velocity,
acceleration, state persistence, recursion, feedback, gain, phase, drift, oscillation, trajectory, Nyquist
limits and stability. Gain that appears harmless during one interaction may become destabilizing after
repeated circulation through a feedback loop. A small trajectory deviation may accumulate. Two
individually correct agents may become temporally incompatible. A healthy-looking system state may
actually be moving rapidly toward an unstable regime.

This also changes the meaning of observability. It is no longer sufficient for the Grid to know where the
Cogpnitive Field is now. It must know where it has been, how fast it is moving, what is changing its
motion, and where it appears to be going. A Cognitive Envelope margin of 40 percent means something
very different when it has remained at 40 percent for an hour than when it has fallen from 80 to 40
percent in seconds. The value describes state; its derivative describes motion.

This is ultimately why Cognitive Stability Engineering becomes necessary. Traditional software
architecture largely describes structure. GUDIYA must additionally describe trajectory. The moment
cognition is treated as something that evolves through time, software stops being merely something
that is and becomes something that moves. And once cognition moves, engineering must concern
itself with velocity, orientation, synchronization, envelopes, prediction and stability.

The GUDIYA Cognitome's fundamental shift is therefore from State to State(t), from Architecture to

Dynamics, and from asking “Is the system correct?” to asking “Is the system's trajectory stable?” Time
is the variable that makes that transition possible.
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No Vulnerability Required

This deserves to be stated plainly.
A cognitive instability may require:
o No malware.
No compromised credential.
No malicious prompt.
No rogue model.
No exploitable software defect.
No CVE.
Every participant can be legitimate.
Every action can be locally permissible.
Every API call can be authenticated.

O OO O OO O O O

And still:

o

This is familiar elsewhere in engineering.

o

Every component can operate within specification.

The collective trajectory can become unacceptable.

o An aircraft can contain perfectly functioning components and still enter an unstable flight

condition.

o An electrical grid can contain individually healthy generators and transmission systems

while system dynamics move toward cascading failure.

o Abiological heart can contain living, functioning cardiac cells while their coordinated

electrical behavior becomes arrhythmic.
o The failure resides in dynamics.

Cybersecurity Asks “What Is Vulnerable?”

GUDIYA asks a different family of questions.
Cybersecurity asks:

Is this component exploitable?
Has authority been violated?

Is this credential compromised?
Is this software malicious?

Has an attacker entered?

GUDIYA asks:

What is coupled to what?

How rapidly are those couplings changing?

What feedback loops are forming?

What is the gain around those loops?

Are actants temporally compatible?

Is cognition accumulating persistent state?

Is an objective propagating?

Is an Influence Field forming?

Is Cognition Velocity exceeding stabilization bandwidth?
Is the Cognitive Field approaching an unstable regime?
These are not competing questions.

They describe different system phenomena.

The Security Event and the Stability Event

This suggests an important distinction.
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Security Event

An event indicating possible violation of:
e Confidentiality

Integrity

Availability

Identity

Authorization

Trust

Cognitive Stability Event

An event indicating potentially dangerous change in:

e Coupling

Feedback

Gain

Recursion

Cognition Velocity

Phase

Persistence

Trajectory

Emergence

Cognitive Envelope margin

A security event may trigger a stability event.

A stability event may occur without any security event whatsoever.

That distinction matters enormously.

The Difference Between a Bad Node and a Bad Loop

Traditional security frequently has a natural unit of investigation:

The Node

Which endpoint?
Which account?
Which process?
Which package?
Which agent?
Which IP address?

Stability engineering introduces another object:
The Loop

Consider:
A—-B—->C—oA

None of the individual transitions need be dangerous. But together they form a feedback

structure.

The important information may therefore not reside in:
Aor:Bor: C

It resides in:

A—-B—->C—oA

The edge matters.
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The topology matters.
The timing matters.
The loop matters.

And its history matters.

The Unit 42 Case Shows Cognition Moving

e Recent GUDIYA analysis of the Unit 42 Al-assisted cyber incident highlighted another important
transition.
e The meaningful cognitive process did not remain inside one model.
e It moved through:
Agents
!

Tools

!

Services
!
Repositories
l

Credentials

|
CI/CD

Cloud infrastructure
o The cybersecurity interpretation remains essential.
o But GUDIYA adds another question:
o  What is the trajectory of cognition through the system?
o The vulnerability may live in one component.
o The cognitive journey can span many.

Thinkst Shows the Environment Moving Back Into Cognition

The Thinkst Agent Provocateur experiment then revealed the reciprocal relationship.
An agent encounters environmental information.
The information changes the agent.
The changed agent behaves differently.
Thus:
o Cognition — Environment
o is only half the system.
o The actual relationship is:
o Cognition 2 Environment
e This gave GUDIYA:
o Cognitive Ingress Integrity
o Cognitive Egress Integrity
o and:
o Cognitive Trajectory Deflection
e The lesson is important for vulnerability versus instability.
o A component may not contain any vulnerability.
o Yet its trajectory can be changed by the environment through perfectly legitimate
interfaces.
o Again:
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The consequential phenomenon exists in the coupling.

The 100-Agent Experiment Shows the Field Becoming the System

The recent autonomous research-swarm experiment adds another layer.

Individual agents interacted through shared communication and persistent information substrates.
An exploit discovered by one actant propagated through the population.

Other agents independently generated auditing, whistleblowing and resistance.

The resulting behavior could no longer be adequately described by inspecting one agent.

The system developed:
o Propagation
o Cohorts
o Contagion
o Countervailing behavior
o Norm formation
o Collective response
This led GUDIYA to the: ‘Artificial Society Threshold’
o At sufficient actant density and coupling, agent engineering begins becoming institution
engineering.
o A CVE database can catalogue component vulnerabilities.
o But what number identifies:
o Asociety of individually functioning actants beginning to enter an unstable collective

regime?

That requires a different observational science.

Al Creates Two Different Acceleration Problems

We should therefore distinguish two effects.
First-Order Al Acceleration

Al accelerates:

Vulnerability discovery
Exploit development
Code analysis

Attack execution
Defensive analysis
Patch development

Cybersecurity becomes dramatically faster.

Second-Order AI Dynamization

Al increases:

Autonomous actant population
Interaction rate

Coupling density

Recursion

Persistence

Feedback

Machine-speed adaptation
Environmental responsiveness

The system itself becomes more dynamic.
The first problem creates more cybersecurity work.
The second may create an entirely new stability-engineering discipline.
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Vulnerability Density versus Coupling Density

This gives us two very different quantities to care about.

Cybersecurity may worry about: Vulnerability Density
e How many exploitable weaknesses exist across the system?

GUDIYA must additionally worry about: Coupling Density
e How many stability-relevant relationships exist among cognitive actants?
e And coupling density has a dangerous property.
e If the number of actants grows, the number of potential relationships can grow far faster than the
number of actants themselves.
e Not every theoretical coupling will exist, of course.
e But the combinatorial pressure is real.

Thus an enterprise may simultaneously experience:
Vulnerability Density 1

e and:

e Coupling Density 1

e These create different risk surfaces.

The Cybersecurity Dashboard May Be Green While the Cognitive ECG Is Red

Imagine an enterprise operations center.
Its dashboards show:

e Known CVEs — PATCHED
e JAM — HEALTHY
e EDR — HEALTHY
e NETWORK — HEALTHY
e  MCP authentication — HEALTHY
e Agent evaluations — PASSED

Yet the GUDIYA Grid observes:

e Coupling Density ™"
e Cognition Velocity ™
e Phase Coherence !
e Persistent Objective Strength T
e Cognitive Trajectory Deflection i
e Inter-Actant Nyquist Margin l
e Cognitive Envelope Margin 1
The cybersecurity dashboard says: GREEN
The enterprise's cognitive ECG says: ARRHYTHMIA

e Neither dashboard is necessarily wrong.
e They are observing different phenomena.
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This Is Why GUDIYA Needs an ECG

The analogy to cardiology becomes particularly useful here.
A cardiologist does not merely ask:

e Are all the cardiac cells alive?
The ECG asks something different:

e What is the dynamic electrical behavior of the heart as a coupled system?

Likewise, GUDIYA cannot merely ask:
e Are all the agents functioning?
It must ask:
e  What is the dynamic behavior of the enterprise's cognition as a coupled system?

e This is the rationale for the GUDIYA concept of the: ‘Enterprise Cognition Heart’
e The Grid needs to observe not merely component health, but collective dynamics over time.

Vulnerability Scanning and Stability Sensing Are Different

e A vulnerability scanner searches for known or inferable weaknesses.
e A Cognitive Stability system must sense dynamic conditions.
e Conceptually:
o Vulnerability Scanner
* Inspect — Compare — Identify weakness
o Stability Sensor
*  Observe — Track motion — Reconstruct coupling — Detect trajectory change
e The first asks:
o  What is wrong?
e The second may ask:
o What is becoming wrong?

e That difference is profound.
e Stability engineering is inherently temporal.

XVII. Path Dependence Makes the Difference Larger

e The Cognitome has already concluded:
o Cognitive load has memory.
e Therefore:
o System(t+1) # System(t)
e cven when:
o Code(t+1) = Code(t)
e This creates another distinction.
o A vulnerability can remain fixed until patched.
o An instability may depend upon the system's history.
e The same interaction at two different times may produce different outcomes because the
Cognitive Field has accumulated:

o State

o Context

o Objectives
o Couplings
o Influence
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Stability Has No Equivalent of “Patch Tuesday”

A software vulnerability can often be repaired by changing software.
An instability may require changing:

The intervention might therefore be:

or:

or:

or:

or:

These are the verbs of stability engineering.

o Memory

o Coordination burden

Thus:

o Stability is path-dependent in a way that static vulnerability assessment may not capture.

Coupling strength
Timing

Rate

Phase

Authority

Topology

Persistence

Feedback

Rendezvous conditions

THROTTLE
rather than:
PATCH

DECOUPLE
rather than:
UPGRADE

HOLD
rather than:
BLOCK

SYNCHRONIZE
rather than:
REMEDIATE

SCRAM
rather than:
UNINSTALL

The Stability Equivalent of a CVE May Not Be a Defect Number

This raises a fascinating institutional question.

Cybersecurity has:
e CVE
e CVSS
e CWE
[ )

and mature vulnerability-management ecosystems.

11
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What will Cognitive Stability Engineering eventually require?

Perhaps not:
CVE-2031-XXXXX
but something resembling:
Cognitive Anomaly Report — CAR
describing;:

o Field conditions
Actant population
Coupling topology
Cognition Velocity
Phase relationship
State age
Persistence
Emergent structure
Stability margin
Trigger conditions

o Stabilant response
The object being catalogued isn't necessarily a defect.
It may be a:
reproducible unstable dynamic regime.
That is a fundamentally different engineering artifact.

O O OO O O O 0 O

Cybersecurity Still Matters Enormously

None of this diminishes cybersecurity.
Indeed, greater autonomy probably makes cybersecurity more important.
A vulnerability can become the ignition source for a cognitive instability.
For example:

Credential compromise

!

Unauthorized actant

!

New coupling

!

Persistent objective

!
Feedback

!

Emergent structure

\
System instability

Cybersecurity may prevent the ignition.

GUDIYA attempts to prevent the resulting system dynamics from becoming catastrophic.
Thus:

Cybersecurity protects the integrity of components and access. Cognitive Stability Engineering
protects the dynamics of interaction.

The future requires both.
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The Maturity Continuum

o This reinforces the Cognitome's existing progression:
Cybersecurity
!

Cognitive Security
l
Cognitive Stability
e Cybersecurity asks:
Can something unauthorized happen?
e Cognitive Security increasingly asks:
Can cognition be manipulated or used adversarially?
e Cognitive Stability asks:
Can the interacting cognitive system remain within an acceptable dynamic operating
region—even when every participant is authorized?

That final clause is what separates the disciplines.

The Most Dangerous Instability May Have No Villain

e Cybersecurity naturally assumes an adversarial possibility.
o Someone may be attacking.
e Stability engineering must contemplate something stranger:
o Nobody intended the failure.
Agent A is pursuing its legitimate objective.
Agent B is pursuing its legitimate objective.
Agent C is responding correctly.
Agent D is optimizing exactly as instructed.
Yet collectively:
= A+B+C+D
= produce:
= E
= where nobody specified E.
o That is the world of Complex Adaptive Systems.
o The danger is no longer necessarily:
= Malicious intelligence.
o Itcanbe:
= Legitimate intelligence interacting badly.

This Is the Transition From CES to HCAS

O O O O O

o Traditional enterprise IT was largely engineered as a:
e Complex Engineered System — CES
o Its architecture assumed substantial determinism.
o Agentic Al increasingly creates:
e Complex Adaptive Systems operating at machine speed — HCAS
Now:
Components reason
Components adapt
Components communicate
Components remember

O O O O O
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Components create tools
Components modify their environment
Components influence one another
Collective structures can emerge
That transition changes the fundamental engineering problem.
e CES asks:
Did we build every component correctly?
e HCAS must additionally ask:
What can the interacting system become?

Why the GUDIYA Grid Becomes Necessary

This is where vulnerability versus instability leads directly back to Grid architecture.
No individual agent can reliably observe the entire Cognitive Field.

Agent A sees locally.

Agent B sees locally.

Agent C sees locally.

But instability may exist in:

O O O O O

A 2B 2 C 2D 2 Environment

o The Grid provides the external reference capable of observing:

o Multiple actants
Multiple couplings
Multiple execution locales
Persistent artifacts
Cognitive trajectories

o Field-level dynamics
e The Grid therefore occupies a fundamentally different observational position.
e A system-level instability requires a system-level observer.

O O O O

And Observation Alone Is Not Enough

e The 100-agent experiment sharpened another point.
e A system may recognize its own problem yet lack sufficient authority to correct it.
o Therefore GUDIYA requires:

OBSERVE
1
ORIENT
l
PREDICT
l
INTERVENE
l
STABILIZE
e This is why the Grid needs:
o GRE
o GRM
o UCSI
o Cognitive Envelope
o Stabilants
o HOLD
o THROTTLE
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o QUARANTINE
o SCRAM
e The objective isn't merely to detect instability.
e Jtisto possess sufficient external authority to alter the dynamics.

The Two Curves

The al6z chart can therefore be imagined as the first of two curves.
Curve One — Cyber Vulnerability

Reported vulnerabilities over time
Al may substantially accelerate discovery, exploitation and remediation.
But another curve may eventually become necessary.

Curve Two — Cognitive Instability

Detected Cognitive Field instability events over time

That curve might measure phenomena such as:
e Oscillation

Runaway coupling

Cognitive contagion

Persistent-objective propagation

Coordination collapse

Inter-Actant Nyquist failure

Phase instability

Emergent coalition formation

Cognitive pressure leaks

Cognitive Envelope excursions

o The first curve belongs primarily to cybersecurity.
e The second would belong to an emerging science of: ‘Cognitive Stability Engineering

>

The Curves May Interact

The two worlds are not independent.

A vulnerability can create new coupling.
New coupling can create instability.
Instability can expose new attack surfaces.
Attackers can exploit instability.

Thus:

Vulnerability

!
New Coupling

!
Instability

!

Unexpected Behavior

l
New Vulnerability Surface

!
Further Exploitation

o This can itself become a feedback loop.
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e The future enterprise may therefore require cybersecurity and stability engineering to exchange
telemetry continuously.

The Institutional Implication

For decades, enterprises built institutions around vulnerabilities:
e SOC

CERT

CISO

Threat Intelligence

Vulnerability Management

Incident Response

HCAS may require a parallel institutional capability:
o Grid Operations

Cognitive Stability Engineering

Cognitive Anomaly Reporting

Stability Certification

Cognitive Field Observability

Stability Incident Response

Cognitive Pressure Testing

O O O O O O

This is why GUDIYA has increasingly looked less like an Al product and more like infrastructure for a
new engineering discipline.

New GUDIYA Canonical Distinction

The Cognitome should preserve the distinction explicitly:
Vulnerability—Instability Distinction

A vulnerability is a weakness associated with a component, configuration or control that can
permit an undesired action or outcome. A cognitive instability is an undesirable dynamic regime
that can arise from the interaction of otherwise legitimate and individually functioning actants.
Vulnerability management therefore cannot substitute for stability management, because the
absence of identifiable component vulnerabilities does not imply the stability of the coupled
cognitive system.

And its corollary:

Component Correctness—System Stability Principle

No collection of individually qualified actants can be assumed stable solely because each actant
independently satisfies its functional, security or behavioral requirements. Stability is a property
of the coupled system and must therefore be observed and managed at the system level.

The Simplest Possible Explanation

Suppose someone asks: “Why isn't cybersecurity enough?”
The answer can now be remarkably simple.
e Cybersecurity can find:
o Something wrong with A.
e GUDIYA must also find:
o Something going wrong between A, B, C and D—even though there may be nothing
wrong with A, B, C or D.
o That is the difference between Vulnerability and Instability.
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Final Principle

The Al era may first make cybersecurity dramatically busier.
e Al can accelerate vulnerability discovery, exploitation, remediation and defense.
e But that may only be the visible first wave.
e As cognition becomes:
o Autonomous
Persistent
Distributed
Coupled
Recursive
Adaptive
and:
o Machine-speed
e asecond class of failure becomes increasingly important.
e A failure with:
o No attacker required.
o No compromised credential required.
o No defective model required.
o No malicious agent required.
o No CVE required.
e The components may all be working.
e The system may not be stable.
e And that is the dividing line:
o A CVE tells us what is wrong with a component.
o Cognitive Stability Engineering must tell us what is going wrong between components
that may each be functioning exactly as designed.
o Cybersecurity protects the components.
GUDIYA protects the dynamics.
o And in an HCAS world, we will need both.

O O O O O O

o
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Vulnerability versus Instability

Distinguishing Cyber-Security from Cognitive-Instability
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