Stability Engineering Institute

117-292-D Examining the Adequacy of
Nvidia ‘Sentry’

An SEl Contribution from the GUDIYA Cognitome

The Stability Engineering Institute(SEI) undertakes this examination to help strengthen NVIDIA’s Sentry
proposals using the GUDIYA Cognitome: SEI's accumulated concepts, hypotheses and architectural reasoning
about adaptive actants and ecosystemic stability. Our intent is constructive contribution, not fault-finding. We
seek to clarify assurance boundaries, identify useful evidence and describe complementary functions that can
support secure and stable agentic operation.

We examine three scopes:

1. checking an action,
2. following an adaptive actant over time, and
3. assessing the coupled ecosystem in which actants operate.

Adequacy is relative to a stated responsibility and operating boundary. Questions beyond a security platform’s
intended scope identify possible integration needs rather than automatically establish a defect. GUDIYA's own
proposals remain subject to the same requirements for evidence and validation.

The central complication is adaptiveness. Passing an admission check establishes a decision under particular
conditions; it does not establish that the actant’s subsequent plans, delegation, dependencies and commitments
will remain unchanged. The actant may adapt successfully within its mandate, depart from it, or contribute to
collective instability while remaining individually compliant. These possibilities require different assessments.

What NVIDIA describes

NVIDIA’s September 28 overview describes Sentry as an independent hardware layer alongside OpenShell, with
out-of-band observation and line-speed security policy enforcement. It also describes contextual activity
correlation, drift assessment, and identity and delegated-authority verification. These claims indicate an
ambition beyond isolated permission checks. The overview does not provide a complete operational
specification for universal rendezvous coverage or ecosystemic stabilization. [1]
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Three scopes to examine

Scope Object of assessment Central question

Type 1 A request or action at a controlled May this operation proceed under the
Cross-sectional gate boundary. applicable policy and current evidence?
Type 2 An evolving actant, its activity, Does its developing trajectory remain
Longitudinal actant delegation and unresolved effects. within the mandate?

assessment

Type 3 Interacting actants, shared Is their coupled operation preserving
Ecosystemic assessment dependencies, resources and acceptable system conditions?

commitments.

These are analytical scopes, not NVIDIA product tiers. Types 2 and 3 can incorporate Type 1 controls. A gate may
use historical or ecosystemic information, so the distinction concerns the evidence and objective behind its
decision, not merely where the check occurs. Observation at any scope also needs to be distinguished from
authority to intervene.

Type 1 and the one hundred neighbors scenario

Assume an authenticated actant passes a valid admission check, then attempts rendezvous with one hundred
neighbors. A neighbor may be an agent, API, tool or service. A rendezvous here means a consequential
interaction or commitment opportunity; it is not necessarily a packet, network connection or model call.

Does each of the hundred attempts pass an enforcement point? If so, what is evaluated there? A hundred
independently permitted requests do not establish that their combined sequence, commitments or effects are
acceptable. Conversely, a gate that draws on shared history and current system state can support much broader
control than an isolated access check.

The checkpoint analogy clarifies the distinction. An immigration checkpoint can assess many admissions without
following the later activities of each admitted traveler. An agent may encounter repeated checkpoints during
execution, but their number does not establish longitudinal coverage. The observations must be linked,
interpreted and connected to effective controls.

Interception requires a defined boundary

A single admitted call may launch a batch of one hundred operations. A persistent connection can carry multiple
commitments. A tool can schedule delayed work or delegate to another process. Complete mediation must
therefore be specified at the level of the property being protected, with evidence that consequential routes
cannot bypass the relevant check.

Execution pattern Question for the enforcement design
One hundred direct requests Is each relevant request checked before its consequential effect?
One admitted batch or session  Are its later operations separately governed where required?

Delegated or delayed Do controls follow descendants, queued tasks and inherited authority?
execution
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Execution pattern Question for the enforcement design
Shared state and indirect Can effects be detected when there is no direct agent-to-agent request?
coupling

Controlling future model access does not by itself establish control over already launched work. The overview
does not specify cancellation semantics and complete mediation for every path in this thought experiment. [1]
Deployment evidence must show which operations can be held, which can be stopped and which are already
irreversible.

Adaptive change does not automatically defeat a gate

An actant may find new strategies without modifying its model weights or code. It can change plans, select tools,
accumulate context or recruit assistance. These changes can alter operational exposure while an enforced access
boundary remains intact. The question is whether the gate’s policy covers the relevant property and whether its
supporting assumptions remain valid.

Type 2 must follow an evolving actant

Longitudinal assessment cannot treat the actant as the same operational proposition merely because its
identifier remains unchanged. Its plan, context, counterparties, resource demand and outstanding commitments
may evolve. A fresh request must be interpreted against relevant history and the current mandate, including the
scope of permitted adaptation.

Three forms of change require different responses. Adaptation within the mandate may be beneficial and should
remain possible. A proposed expansion of purpose, delegation or commitments may require renewed approval.
Authorized adaptation may also create a stability concern because surrounding conditions have changed.
Security compliance, mandate validity and operational admissibility must remain distinguishable.

An illustrative adaptive trajectory

Development after admission What reassessment must consider

The initial plan encounters failure Whether retries or alternative routes remain within authority and
budgets.

The actant discovers new services Whether access is permitted and new dependencies change exposure.

It delegates work to additional Inherited authority, lineage, cumulative concurrency and control

agents reach.

It migrates or replaces its harness Continuity of identity, obligations, telemetry and enforceable
attachment.

It stops while work remains active Residual tasks, reservations, state changes and closure
responsibilities.

A static behavioral profile may be useful, but the design must explain how it handles legitimate adaptation and

newly consequential behavior. Updating a profile should not silently redefine unacceptable behavior as normal.
The approval authority, evidence for the update and remaining hard constraints need to be explicit.
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Persistent identity without presumed behavioral sameness

Identity provides attribution across change; it does not guarantee behavioral continuity. GUDIYA’s proposed
persistent-actant principle retains the connection between objectives, memory, delegated execution and
unfinished obligations across model or host changes. Longitudinal control needs both continuity of
accountability and sensitivity to changing behavior.

A useful test is to keep access permissions constant while changing the actant’s strategy. If later decisions cannot
distinguish the changed trajectory or accumulated commitments, the system may be applying repeated Type 1
checks without the relevant Type 2 assessment. The test must specify which changes matter; tracking every
internal fluctuation is neither necessary nor an adequate assurance criterion.

Type 3 must follow an adapting ecosystem

Type 3 adds an evolving network of interactions to the evolving actant. As participants adapt, they can form new
dependencies, synchronize responses or compete for resources in different ways. The environment changes
their choices, and their choices change the environment. A million separate actant histories do not automatically
provide an estimate of these coupled dynamics.

Consider an illustrative service slowdown. Agents independently adopt retries or switch to the same alternative
provider. Each adaptation may be permitted and individually sensible. Together they can increase congestion or
transfer it elsewhere. No concealed harmful intent is required. The relevant condition is developing collective
instability or unacceptable emergent behavior, not necessarily individual deviance.

Shared constraints can become stale during adaptation

Suppose the hundred neighbors ultimately depend on one scarce backend resource. Each accepts a permitted
reservation while concurrent commitments are still propagating. Whether aggregate exposure remains
acceptable depends on reservation accounting, consistency, permitted concurrency and the freshness of shared
state. Observing all requests does not alone resolve the allocation problem.

Indirect coupling also matters. Actants can influence one another by changing shared records, consuming
capacity or responding to common information without a direct rendezvous message. Type 3 needs evidence
about consequential shared conditions and an evolving estimate of the interaction structure. It must represent
unknown couplings rather than assume that the observed graph is complete.

Observation and intervention are separate axes

Scope Observation requirement Control requirement
Type 1 Identify and interpret the relevant operation. Admit, reject or hold it at an enforceable
boundary.
Type 2 Correlate changing activity, lineage and Constrain the continuing execution, including
obligations. covered descendants.
Type 3 Estimate aggregate conditions, coupling and  Coordinate constraints across affected
remaining margin. participants and dependencies.

An observer may identify ecosystemic danger without authority to correct it. Conversely, an enforcement
mechanism may execute commands rapidly while lacking the evidence to select appropriate commands. A
credible assurance claim must connect observation, decision rights, actuation coverage and verification of actual
effects at the intended scope.

4 www.manhattanproject20.com



Stability Engineering Institute

Scale alone does not define Type 3. A small set of tightly coupled actants can require ecosystemic assessment.
Millions of independent permission checks do not qualify merely because they are numerous. The defining
feature is assessment of interaction and shared consequences.

Temporal adequacy and the Nyquist question

Coverage comes before sampling speed: faster gate observation cannot reveal an unobserved causal pathway.
Once the relevant state variables are defined, sampling adequacy can be evaluated. Adaptive changes may alter
which dynamics matter and invalidate an earlier observation or timing budget.

Holding every consequential request pending a decision can reduce reliance on after-the-fact detection for that
boundary. Nevertheless, the decision may depend on sampled or delayed environmental evidence. Collection,
interpretation, decision and enforcement must fit within the remaining intervention window. Line-speed
enforcement does not by itself establish that this complete loop is timely.

The published overview does not quantify that full response budget for a specified ecosystemic hazard. [1] A
demonstration should measure worst-case delay under load, stale telemetry, partial failures and delegated
execution. Classical sampling theory is relevant where its signal assumptions apply; there is no universal rule
that a monitor must operate at twice an agent’s token rate.

What Is the Nyquist Limitation?

Imagine watching a rotating propeller through a camera. If the camera takes pictures too slowly, the wheel
can appear stationary—or even seem to turn backward. The wheel has not changed its motion; the
observations are too far apart to represent it correctly. This misleading appearance is called aliasing.

The Nyquist sampling principle gives this problem a mathematical foundation. Under ideal conditions, a signal
whose highest frequency is known must be sampled at more than twice that frequency to reconstruct it
without aliasing. For example, a signal containing variations up to ten cycles per second requires more than
twenty samples per second. Real systems usually need additional margin because measurements contain
noise, arrive late, or provide incomplete coverage.

For Al supervision, the important question is: Can consequential changes develop between observations and
escape the monitor’s understanding? Repeated checks may miss a rapidly growing workload, a burst of
delegated activity, or an interaction that consumes a shared resource before intervention becomes effective.
Calling monitoring “continuous” does not, by itself, establish that its measurements are sufficiently frequent
or timely.

However, Nyquist is a sampling principle—not a universal formula for controlling adaptive Al. An actant has no
single behavioral frequency, and “twice the agent’s token rate” is not a meaningful general safety requirement.
Engineers must identify the relevant changing conditions, determine how quickly they can become dangerous,
and ensure that observation, interpretation and intervention fit within the remaining time.

GUDIYA’s engineering concern is therefore broader than sampling speed: observe the right conditions, often
enough, and act while sufficient stability margin remains. Faster observation cannot reveal an unobserved
interaction, and accurate observation alone cannot guarantee timely control.
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Does a closed feedback loop exist

Does the deployed system continuously observe activity, estimate relevant state, select an authorized
intervention, enforce it and verify its effect? These functions may span Sentry, OpenShell and connected
services. The relevant object of evaluation is the complete operational loop, including the interfaces and delays
between its components. A continuously running monitor does not, by itself, establish that such a loop is closed.

Loop element Evidence needed
Observation and estimation Relevant variables, coverage, freshness, update rates and uncertainty.

Decision and enforcement  Decision rules, delegated authority, worst-case delay and actual control reach.

Effect verification Confirmation of what changed, residual work and whether operating margin
recovered.

Overload or lost visibility Defined hold, pacing or degraded-mode behavior when control adequacy is
lost.

The speed comparison must concern the fastest consequential dynamics within the claimed control scope.
Reasoning, tool execution, delegation, commitment and collective feedback have different timescales. A loop
that updates faster than model inference can still miss a rapidly exhausted shared resource. Conversely, a gate
that holds an operation may create time for its required decision. One universal actant frequency cannot settle
either case.

Sampling rate and end-to-end response delay must be reported separately. Their adequacy must be tested
against the relevant intervention windows and uncertainty, including changes in operating regime. The
requirement is effective control before unacceptable consequences become unavoidable, not merely a monitor
that repeats faster than an agent. Where that requirement cannot be met, the permitted execution regime must
be constrained.

The systemic view and continuing evidence

The Grid’s proposed systemic view relates individual trajectories to direct and indirect interactions, shared
dependencies, cumulative commitments and changing environmental conditions. It asks whether combined
operation remains within the approved stability envelope. A collection of individual histories becomes useful for
this purpose only when the relevant relationships and effects can be interpreted.

Admission-time evidence alone cannot distinguish two initially identical situations that later evolve differently.
Where Type 3 assessment depends on post-admission developments, it needs continuing evidence of those
developments. Repeated gate crossings may supply some evidence; shared-resource measurements or
observations of delegated work may supply more. The requirement concerns sufficient information, not the
physical location of the observer.

If a deployment claims ecosystemic assessment but lacks necessary evidence, its assurance is incomplete for
that scope. If Sentry supplies boundary security, the same gap may instead define a complementary Grid
responsibility. This distinction lets SEI identify additional needs without treating every unclaimed function as a
product failing.
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The proposed GUDIYA contribution

GUDIYA proposes that Intent-Group Approval bind a collective mandate to an approved stability envelope
recommended by the Grid. Runtime envelope management uses current evidence; Rendezvous Management
applies current conditions at consequential interactions; local and wider controls coordinate intervention.
Identity, shared references, operational language and Grid-responsive attachment support these functions.

The envelope must accommodate permitted adaptation without becoming an unrestricted license. Limits and
triggers need measurable definitions, uncertainty margins and explicit authority for change. An initial
conservative envelope can support bounded commissioning; wider operation requires evidence. GUDIYA itself
must demonstrate adequate observation, timely action and stable recovery.

Evidence for scope and closed loop adequacy

A joint evaluation could trace the hundred-neighbor scenario through batches, delegation, migration and
indirect coupling, then vary adaptive behavior and shared capacity. It should measure coverage, worst-case
intervention delay, residual work, false interventions, useful throughput and recovery. For each defined hazard,
the evidence must connect the earliest usable observation to the verified effect of control.

NVIDIA’s public description supports taking its longitudinal ambitions seriously. It does not justify concluding
either that Sentry is merely an entry gate or that all three scopes are adequately covered. Adequacy must be
demonstrated for the responsibility claimed. Security infrastructure may supply parts of the wider control
system without independently owning ecosystemic stabilization.

SEl offers this framework as a basis for technical collaboration. Published specifications, implementation
evidence and independent evaluation can determine which responsibilities Sentry already fulfills, which it can
strengthen, and which require complementary ecosystemic infrastructure. The GUDIYA Cognitome contributes
guestions and proposed mechanisms; the resulting assurance must come from demonstrated behavior.

Source

[1] NVIDIA Technical Blog. Myers, Watson, Golshan and Arkin. NVIDIA Open Agent Safety Platform: A Reference
for Continuous In-Silicon Agent Monitoring. September 28, 2026. Reviewed September 30, 2026. The three-type
framework and scenarios are SEl’s analysis, not NVIDIA product classifications.

https://developer.nvidia.com/blog/nvidia-open-agent-safety-platform-a-reference-for-continuous-in-silicon-agent-monitoring/
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