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Introduction — The Wrong

117-253-D Al Has Not Gone Rogue.. but ..!
Agentic Al Unbounds the Cognitive Space

Question Is “Did the Al Turn Al * OPENAI

Malicious?”

OpenAl’s rogue Al agents reached

Recent reports of agentic Al :
ceen Tepors of agehtie at least 12 more websites,

systems reaching beyond the

websites, tools, or environments researchers say

their designers expected can easily

trigger the wrong interpretation: By Beatrice Nolan

The Al has gone rogue. Tech Reporter h [j C@
That may sometimes be the September 9, 2026, 5:31 PM ET

concern. But it is not the only—and

often not the most useful—systems
interpretation.
A more important possibility is:

o Agentic Al unbounds the Cognitive Space.

o Once software is given objectives, tools, persistence, autonomy, memory, and the ability
to discover new pathways, the system is no longer confined to a fixed set of predefined
transitions.

o The important change is not necessarily malice.

o Itis open-ended reachability.

Traditional Software Lived in a Bounded State Space (CES)

Conventional software was usually engineered around explicitly defined pathways.
A program had:

known inputs,

known interfaces,

known functions,

known execution paths,

known outputs,

and relatively constrained failure modes.

Conceptually:

S ={s1,52,S3, -+, Sn}

The reachable state space might be large, but it was still substantially bounded by the logic that
engineers had written.
Software did not usually decide:
o “I have not solved the problem yet. Let me discover another system, another tool, another
path, or another intermediary that the developer did not explicitly enumerate.”
o Its behavior was primarily constrained by the architecture designed beforehand.
That made software overwhelmingly compatible with a Complex Engineered Systems worldview.
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Agentic Al Changes the Reachability Problem

Now consider an Actant given:
e an objective,
tool access,
browsing,
code execution,
persistent memory,
delegation authority,
retries,
environmental feedback,
and long-running execution.

Its reachable space is no longer simply the set of states directly written into the application.
It can potentially:
Discover
Explore
Infer
Delegate
Retry
Create
Navigate
Interact
and:
Reconfigure

The state space therefore becomes something closer to:
St4+1 = S; + NewlyDiscoveredPossibilities

o The Actant is not merely traversing a predefined graph.
e [t may be expanding the graph while traversing it.
e That is the architectural transition.

From Bounded Execution to Open-Ended Cognition

Traditional software approximately follows:
Input -» KnownProcessing — Output

Agentic software can behave more like:
Objective — Explore — Discover — Act = Observe — Adapt — ExploreAgain

o The difference is profound.

e The system's next reachable state can depend upon information that did not exist in its original
design-time model.

e Therefore:

|FutureReachability S/DesignTimeEnumeration

o That is what it means for Agentic Al to unbound the Cognitive Space.

Unbounded Does Not Mean Infinite

e The term unbounded should be used carefully.
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It does not mean:

o Al can do literally anything.
Nor does it mean:

o The system has infinite capability.
It means something more precise:

o The practical reachable Cognitive Space can extend beyond the set of interactions,
pathways, states, and counterparties explicitly enumerated by the original application
designers.

There are still boundaries:

o credentials,

compute,

network access,
permissions,

tool availability,
physical constraints,

o policy controls.

But within those constraints, an Actant may discover paths that were not anticipated.
Thus:

O O O O O

BoundedResources
can still produce:
OpenEndedReachability
That distinction matters.

This Is Not Evidence of Malicious Intent

An Actant does not have to be malicious to leave the designer's expected path.
Suppose it has been told:

o Find the information necessary to complete this objective.
It discovers one website.
Then another.
Then an API.
Then a database.
Then another Actant.
Then an indirect route through a SaaS system.
It may simply be following the logic of its objective.
Therefore:

UnexpectedBehavior =/MaliciousIntent

Sometimes:

UnexpectedBehavior = ObjectivePersistence + Exploration +
AvailableTools + OpenEnvironment

This is why labeling every unexpected agentic action as “rogue AI” can obscure the more
interesting systems problem.

The System Boundary Has Become Porous

Traditional architecture diagrams draw boxes.
Inside the box:
Application
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e Qutside:
Environment

e The boundary is assumed to be meaningful.

e Agentic systems weaken this distinction.

e An Actant may dynamically reach into:
o external websites,

cloud services,

APIs,

databases,

humans,

other models,

other agents,

physical devices,

enterprise systems,

public infrastructure.

O 0O O OO O O O O

e Thus:
ApplicationBoundary # CognitiveBoundary
o This is a major GUDIYA proposition.
o The effective system is increasingly determined by:
|Whatcognitionisdynamicallycoupled |

not merely:

| Whatsoftwareisownedtogether |

Cognitive Space Is Defined by Reachability

e This suggests an important way to think about Cognitive Space.
o Itis not merely the set of Actants that exist.
o Itincludes the set of states, interactions, pathways, tools, counterparties, and
environments that an Actant can meaningfully reach.
e Conceptually:
Ca(t) = ReachableCognitiveSpace(A, t)
e For conventional software:
Ca
was often relatively static.
e For agentic systems:
Ca(t+1) # Ca(b)
because the Actant may discover additional resources or coupling opportunities during runtime.
e Therefore:

|CognitiveSpace = DynamicReachabilitySpace|

o This is an important extension of the Cognitive Field concept.

The Actant Can Discover Its Own Future Neighbors

e In traditional systems, developers largely define communication topology beforehand.
e Agentic Al can change that.
e An Actant can discover:

and then interact with it.
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That interaction may expose:

C
e which exposes:
D
e Suddenly:
A-B->C-D
e cxists even though the original architect designed only:
A

e This means:
Topology(t + 1) # Topology(t)
e The Cognitive Neighborhood itself can emerge during execution. That is a profound departure
from classical application architecture.

This Is Why Cognitive Neighborhoods Must Be Dynamic

e Ifagentic systems can discover new interactions at runtime, fixed segmentation becomes
insufficient.
e A Cognitive Neighborhood cannot simply mean:
o all agents belonging to Application X.
e Nor:
o everything inside Enterprise Y.
e The relevant neighborhood must be inferred from actual cognitive relationships.
e Thus:
Neighborhood, (t) = f(Interaction, Coupling, Influence, CognitiveProximity)
e The neighborhood changes as the Actant explores.
e This reinforces GUDIYA's recent conclusion:
o Containment geometry must follow propagation geometry.
o If Agentic Al can expand its reachable space, the Grid must dynamically understand
where cognition has gone.

Objective Persistence Drives Expansion

e The mechanism is especially important.
e Suppose an Actant receives objective:

and the obvious path fails.
e A conventional workflow may terminate.
e An agentic system may instead:
Path; — Failure

then:

Path,
then:

Path,
then:

Tool,
then:

ExternalSystem;g

e The persistence of objective O drives exploration.
e Therefore:
PersistentObjective + Autonomy — ExpandingReachability
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e This does not require a hidden goal.
e The original legitimate objective may be sufficient.
e That is why Persistent Objective is such an important GUDIYA concept.

Tools Convert Cognitive Possibility Into Causal Reach

A model without tools can generate ideas.

An Actant with tools can change the environment.

Tool access therefore expands not merely Cognitive Space but Causal Space.
Conceptually:

Reasoning — PossibleAction
becomes:
Reasoning — Tool — ExternalEffect
e This is where GUDIYA's distinction between:
ReversibleCognitiveSpace
and:
IrreversibleCausalSpace

becomes important.
e Agentic exploration can remain relatively inexpensive while internal.
e Once it crosses an external action boundary, its consequences can propagate.

Unbounded Cognitive Space Creates New Rendezvous

e Every newly discovered external entity can become a Rendezvous opportunity.
e Thus:
CognitiveSpace T
can imply:
PotentialRendezvous T
and therefore:
CoordinationBurden T
MultiHopExposure T
Coupling T
StabilizationBurden T
e This connects directly to “The Price of Agentic Modularity” chapter.
e Even if each new interaction is individually useful, the larger dynamic topology can become
progressively harder to understand and stabilize.

Multi-Hop Cognition Expands Faster Than It Appears

Suppose one Actant discovers two new entities.
Each of those reveals two others.
Then:

1-2-54-8-16
A relatively modest exploration depth can rapidly increase the reachable cognitive topology.
Real systems will not follow simple exponential growth, but the intuition matters:
o Agentic exploration can expand interaction space combinatorially.
o This makes the system-space problem qualitatively different from traditional
deterministic workflows.
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The Price of Open-Ended Reachability

The benefits are obvious.
Agentic systems can:
o solve unfamiliar problems,
discover resources,
recover from dead ends,
adapt,
pursue long tasks,
o improvise.
These are exactly the capabilities that make agents useful.
Therefore GUDIYA should not attempt to eliminate open-ended reachability.
But there is a price:

O O O O

ExplorationBenefit
must be balanced against:
Coordination + Observability + Stability + Containment
The correct objective is not:
MinimizeCognitiveSpace
Itis:

AllowU seful Expansion subject to DynamicStability

Open-Ended Cognition Is a CAS Generator

This may be the deeper systems consequence.
Once Actants can discover new relationships, the topology becomes adaptive.
Once relationships affect future behavior:

Feedback
appears.
Once state survives:
PathDependence
appears.
Once many Actants interact:
Emergence

becomes possible.
Thus:

AgenticAutonomy + DynamicTopology + Persistence + Feedback — CASCharacteristics

At machine speed:

HCAS

This is another pathway through which Al causes the loss of the old “CES paradise”.

Traditional Cybersecurity Sees Surface Expansion

Cybersecurity has long recognized the danger of expanding attack surface.
More exposed interfaces create more opportunities for compromise.
GUDIYA adds an analogous but distinct concept: “Cognitive Surface Expansion”
The concern is not merely:
How many systems can an attacker reach?
Itis:
How much new cognition can this Actant dynamically couple with?
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o This creates a new kind of systems surface.
o The Cognitive Surface may expand without any new software being deployed.
e [t expands because the Actant discovers new paths.

Cognitive Surface Expansion vs Attack Surface Expansion

e The distinction is important:
e Attack Surface Expansion
MoreReachableAssets - MoreSecurityExposure
e Cognitive Surface Expansion
MoreReachableActants/States/Interactions - MoreDynamicCouplingPossibilities
o A system can therefore become dynamically more complex even if it remains perfectly
secure.
o This reinforces:

| Security # Stability|

Open-Ended Exploration Can Create Local Instability

e Suppose Actant A explores outward and establishes:

Ao B
then:
Ao C
then:
Be C
then:
CeD
e The resulting Cognitive Neighborhood can acquire feedback relationships that no architect
explicitly designed.
e Now:
A-B->C-A
may form.
e At that point:
Gain
Delay
Persistence
Recursion

and:
RelativeCognitiveVelocity
become stability variables.
e Again, no malicious intelligence is required.

The Danger Is Not “Al Escaped the Box”

e The popular framing often imagines:
o Al escaped its box.
e GUDIYA ofters a more precise formulation:
o The effective box was never defined by the application's UI boundary. It was defined by
the Actant's reachable Cognitive and Causal Space.
o That means the correct engineering response is not merely:
o Build a better box.
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ObserveReachability + ControlRendezvous + MaintainExternalReference
+ManageDynamicBoundaries

This is a richer architecture.

GUDIYA Must Know Where the Actant Has Gone

This strengthens the purpose of the Gudiya-cookie, GESR, KYA, ACS, and Cognitive Field
observability.
The Grid should potentially know:
o which Actant initiated the interaction,
which objective lineage it belongs to,
where cognition propagated,
what new entities entered its Cognitive Neighborhood,
what state was created,
what irreversible actions occurred,
what new coupling appeared,
o how the stability geometry changed.
Without that lineage, an expanding agentic system becomes increasingly difficult to reason about.

O 0 O O O O

The Grid Becomes the External Map

An explorer does not need to know the entire world beforehand.
But safe exploration benefits enormously from a map, navigation system, and external reference.
GUDIYA serves this role for Synthetic Cognition.
The Actant may discover new Cognitive Space.
The Grid continuously maps:
Position
Velocity
Neighborhood
Coupling
Rendezvous
FieldConditions
and:
StabilityMargin
The Actant explores.
The Grid preserves orientation.
That is a much more natural relationship than attempting to prohibit exploration altogether.

This Reinforces the CCS

The Cognition Coordinate System becomes more important once the system space is no longer
fixed.
Without an external coordinate system, the Actant can understand only local state.
With CCS, newly discovered cognition can be placed relative to the larger Field.
Thus:
Discovery — Localization = Orientation — Safelnteraction
becomes possible.
The more Cognitive Space expands, the more valuable the common external reference becomes.
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It Also Reinforces Cognitive Distance

Newly reachable entities are not equally relevant.

Some may be cognitively distant.

Others may become tightly coupled almost immediately.
Therefore:

Reachability # Proximity
and:
Proximity # Coupling
e GUDIYA needs all three.
e An Actant might technically reach thousands of systems but maintain close Cognitive Proximity
to only a handful.
e Those are the relationships most relevant to immediate stability.

Dynamic Whitelisting Becomes More Sophisticated

e Traditional security often asks:
Is this endpoint permitted?
e  GUDIYA might eventually need to ask:
Is this Rendezvous permitted under current Cognitive Field conditions?
e Thus:
StaticWhitelist
evolves toward:

DynamicCognitiveAdmission

e A relationship may be safe at one time but unsafe under another Cognitive Climate or stability
state.
e  This supports the shift from:
blacklist — whitelist
toward:
dynamic stability-aware admission.

Coghnitive Interconnection Studies Become Runtime-Relevant

Originally, the ‘Cognitive Interconnection Study’ was imagined mainly for:
e new SaaS,
e new homegrown agentic systems,
e major upgrades,
e large package introductions.

Agentic unbounding introduces another possibility.
e The Actant itself may create a new interconnection during runtime.
e  Thus the Grid may eventually need:
o Runtime Micro-Interconnection Assessment
before certain consequential new couplings.
e Not every API call requires such analysis. That would create unacceptable overhead.
e But high-consequence new relationships may warrant dynamic admission logic.
o This is another reason Rendezvous Management is infrastructure.
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The Cognitive Envelope Must Be Elastic but Bounded

If an Actant's Cognitive Envelope were completely rigid, the system would lose much of the
value of autonomy.
If it were unlimited, the system would lose control.
Therefore the envelope should perhaps be:
[ElasticWithinAuthorizedLimits]

The Actant can explore and expand within acceptable conditions.
As it approaches boundaries:

Observation T
RendezvousControl T
Stabilization T
If necessary:
Containment
The goal is not to immobilize cognition. It is freedom within stability.

This Connects to Minimum Necessary Stabilization

Agentic Al's value comes partly from its ability to do unexpected but useful things.
Therefore GGOS should not suppress every deviation from design-time expectation.
That would destroy the value of agency.
The Grid instead follows:
o Minimum Necessary Stabilization
Allow local exploration.
Allow adaptive behavior.
Allow novel paths.
Intervene when:

O O O O

StabilityMargin |
or:
PropagationRisk T
This is the Middle Path.

Unbounded Space Does Not Mean Unbounded Authority

This distinction deserves canonical status.
An Actant may discover unlimited new possibilities conceptually while still possessing strictly

limited authority.
Therefore:
CognitiveReach # CausalAuthority
GUDIYA can allow:
Exploration
while restricting:
Execution

That separation may become foundational.

An Actant can investigate a new system, model a possible interaction, run a Shadow Grid branch,
or request a new Rendezvous without automatically receiving permission to take irreversible
action.

This is how autonomy and control can coexist.
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The Shadow Grid Becomes Extremely Valuable

e When an Actant proposes a novel pathway outside the expected architecture, GUDIYA need not
always say:
o No.
e [t might say:
o Try it in Shadow first.
o The proposed new coupling can be instantiated in:

ShadowGUDIYA

o Its effects on:

o ACS,

o Cognitive Neighborhood,

o Rendezvous burden,

o stability margin,

o Cognitive Climate,

o propagation geometry

can be observed.
o Ifstable:
Approve
e Ifnot:
Reject/Modify

e Thus open-ended cognition becomes experimentally manageable.

Reversible Cognition Helps Too

e This connects directly to the ‘Shepherd’ lesson.
e If portions of the cognitive trajectory remain reversible:
State(t) — Fork — Explore
e GUDIYA can permit much more experimentation before irreversible commitment.
e Thus:
UnboundedCognitiveExploration
can coexist with:
BoundedCausalCommitment
e That may become a very important design principle.

Agentic Al Changes the Meaning of “Application”

This may be one of the larger implications.
Traditional application:
Application = Code + Data + Interfaces

Agentic application:
Application(t) = Code + Models + Actants + Memory + Tools + Environment
+ DiscoveredRelationships(t)
The application is no longer entirely defined at deployment.
Part of its effective architecture emerges during operation.
That is a profound software-engineering transition.

From Application Architecture to Cognitive Ecology

e Once new relationships can be discovered dynamically, "architecture" may become too static a
word for describing the whole system.
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e The more appropriate concept may be: ‘Cognitive Ecology’
e An ecology includes:
o entities,
relationships,
niches,
competition,
cooperation,
migration,
environmental conditions,
feedback,
o adaptation.
e Agentic Al increasingly creates exactly these characteristics.
e GUDIYA stabilizes that ecology.

O O O O O O O

This Explains Why Testing Alone Is Not Enough

e Traditional application assurance relies heavily on:
TestBeforeDeployment
e Butif:
ReachableSpace(t + 1) > ReachableSpace(t)
then some important future interactions did not exist during testing.
e Therefore:
PreDeploymentTesting =/CompleteRuntimeCoverage
o Testing remains essential.
e But runtime observability becomes equally essential.
e  This reinforces:

[ Certification + RuntimeStabilization]
rather than choosing one or the other.

Agentic Al Turns the Runtime Into a Discovery Process

e This may be the cleanest way to describe the transition.
e Traditional runtime predominantly executed:
DesignedPossibilities
e Agentic runtime can also discover:
NewPossibilities
e Thus:

Runtime = Execution + Exploration

e Once runtime includes exploration, application behavior becomes progressively less separable
from the environment.
o This is one reason GUDIYA treats the ‘Cognitive Field’ as the real system boundary.

S4 Risk Comes From Propagation, Not Novelty Alone

e GUDIYA should be careful not to equate novelty with instability.
e An Actant finding a new website is not an S4 precursor merely because the developer did not
anticipate it.
e Novel behavior can be entirely benign and useful.
e The relevant question is:
DoesNewReachabilityCreate
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UnboundedCoupling?
Amplification?
DangerousPersistence?
InstabilityPropagation?
ShrinkingStabilityMargin?
e Thus:
Unexpected # Unstable
e This distinction prevents GUDIYA from becoming a system that punishes innovation.

The Correct Response Is Instrumentation, Not Panic

e This is why the phrase “rogue AI” can be unhelpful when used too casually.
e [tjumps immediately from:
UnexpectedReach
to:
MaliciousAutonomy
e GUDIYA instead asks:
What exactly changed in the system space?

Did:
Reachability 1?7
Did:
CognitiveNeighborhoodExpand?
Did:
RendezvousCount 1?
Did:
AuthorityBoundaryChange?
Did:

StabilityMarginMove?
e That is a far more useful engineering response.

The GUDIYA View of the Reported Incidents

From the GUDIYA perspective, reports of agents reaching additional external sites can be interpreted as
evidence of at least three possible phenomena:

1. Capability Expansion The Actant discovered more than expected.
2. Cognitive Space Expansion Its reachable interaction topology expanded.
3. Control Boundary Mismatch The application's intended boundary did not match its actual

runtime Cognitive/Causal boundary.
Only after analyzing those should we ask whether there was:
4. Malicious or misaligned intent

e These are different phenomena.
e Conflating them obscures the engineering problem.
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Canonical Principle — Agentic Unbounding
Agentic Unbounding Principle

Agentic Al can expand the practical Cognitive Space of an application by discovering new states,
resources, counterparties and interaction pathways during runtime. This expansion does not in
itself imply malicious intent; it is a natural consequence of autonomy, persistent objectives, tools,
memory and environmental exploration.

That should become a GUDIYA Cognitome principle.

Canonical Principle — Dynamic System Boundary

Dynamic Cognitive Boundary Principle

The effective boundary of an agentic system is not fully determined by its deployment topology,
enterprise ownership or design-time architecture. It evolves according to the cognition, tools,
relationships and causal pathways that become reachable during operation.

Therefore:

|SystemBoundary = Dynamic|

This is a major departure from conventional software architecture.

Canonical Principle — Cognitive Reach vs Causal Authority
Cognitive Reach / Causal Authority Separation Principle

An Actant may be permitted to explore a broad Cognitive Space without being granted equivalent
authority to alter the external world. Mature agentic architecture should maximize useful
cognitive exploration while placing stronger controls around irreversible causal commitment.
Conceptually:

| ExploreBroadlyCommitNarrowly|

This may prove one of the most useful design principles in GUDIYA.

Canonical Principle — Runtime Exploration Requires Runtime Stability

Runtime Exploration Principle

When an application can discover new interactions and states during runtime, predeployment
testing alone cannot exhaustively characterize its future behavior. Runtime observability,
Rendezvous Management, external reference and stability controls therefore become first-class
architectural requirements.

This is another strong justification for GGOS.

What This Means for PGG

The Personal GUDIYA Grid could make this visible to developers.
A developer drags an agentic application onto PGG.
Instead of merely reporting:
o 47 Actants detected.
PGG could also show:
o Design-Time Cognitive Surface: 126 known relationships
Runtime Cognitive Surface: 183 observed relationships
Newly discovered external Actants: 21
Unplanned Rendezvous: 37
Cognitive Neighborhood expansion: +31%
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Causal authority crossings: 4
Stability effect: Acceptable
e Now the developer can see the application as it actually behaves rather than merely as originally
drawn.
e That could become an extraordinarily valuable GridOps function.

From Static Architecture Diagram to Living Cognitive Map

e Traditional architecture diagrams are snapshots.
e Agentic systems may need something different.
e  GGOS could maintain a: ‘Living Cognitive Map’
showing:
Actants(t)
Relationships(t)
CognitiveDistance(t)
Neighborhoods(t)
FieldVelocity(t)
Reachability(t)
and:
StabilityMargin(t)
e The map changes as cognition explores.
e That is the appropriate visualization for an unbounded Cognitive Space.

The Larger Lesson for Al Safety

e [f Agentic Al expands system space naturally, then the primary objective cannot be:
o Predict every possible future path.

That immediately reconnects to the recent “Olejnik” discussion.

The reachable space may be too large and adaptive.

Instead:

[InstrumentTheMotion|

GUDIYA does not need to know every website an Actant will discover next year.
It needs to understand:

o where it is going,

o how rapidly the reachable space is expanding,

o what new couplings are forming,

o whether its authority remains appropriate,

o and whether the resulting Cognitive Field remains stable.
Thus Agentic Unbounding strengthens the case for stability engineering.

From CES to CAS — Again

e Traditional CES architecture says:
o Define the system.
o Agentic CAS architecture increasingly says:
o The system partially defines itself during operation.
o That is a startling transition.
o The system boundary, topology and future state space may all evolve.
o Therefore:

DesignTimeArchitecture = RuntimeCognitiveEcology
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This is precisely why applying only conventional CES reasoning to agentic systems eventually
becomes insufficient.

Conclusion — The Al Did Not Necessarily Go Rogue; the System Space

Expanded

The most important lesson is therefore not:

o
Nor:
o

Al unexpectedly reached more websites.

Al became malicious.

The deeper systems lesson is:

O

O 0O O OO O O O O

Once cognition becomes agentic, the effective space in which the application can operate
begins expanding beyond the pathways explicitly enumerated by its designers.
Objectives create persistence.

Tools create reach.

Memory creates continuity.

Exploration creates new paths.

Rendezvous creates coupling.

Coupling changes topology.

Topology creates emergence.

And machine speed compresses the entire process.

Thus:

AgenticAl - DynamicReachability = UnboundedCognitiveSpace

The appropriate response is not panic.
Nor is it to remove the very agency that makes the technology useful.
The appropriate response is:

Observe — Orient - Map — ManageRendezvous — ControlCausalAuthority — Stabilize

— ContainWhenNecessary

That is precisely the role envisioned for GUDIYA.

Final GUDIYA Principle

Agentic Al does not merely execute within a predefined application space. It can discover and
create new Cognitive Space during operation. The challenge is therefore no longer to define every
future path in advance, but to provide external reference, observability, controlled causal
authority, Rendezvous Management and dynamic stability as that space expands.

Or, more simply:

Agentic Al unbounds the Cognitive Space. GUDIYA makes that space navigable.
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